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1 O6mue noI0KeHUsA

PaGouast mporpaMMa JACHHIUTHHE] «CeTH 1 CHCTEMBI Tepe/iait MH()OMpANHK) COCTABICHA
B COOTBETCTBHH ¢ TpeGoBaHHAMH (e/lepalbHOI0 ToCyIapCTBEHHOTIO 06pa30BaTeNIBHOTO CTAHIAPTA,
YTBEpYKJIEHHOTO NpHKazoM MuHHECTEPCTBA HAYKH H BBICIICTO obpazosanus Poccuiickoit denepa-
muau Ne 1457 or 26.11.2020, 1 ocHOBHO# npodeccuoHanbHOM 06pasoBaTeNbHOM NPOrpaMMBI IO/-
FOTOBKH «AHAIHM3 Oe30MacHOCTH HMHQOPMAIMOHHBIX CHCIEM» MO  CHCHHATBHOCTH 10.05.03
"Mudopmanuonnas 6€301acHOCTb aBTOMATH3HPOBAHHBIX cucreM".

ITpakTHYeCKas IOATOTOBKA Peali3yeTcs Ha OCHOBE:

ITpoeccroHaNBHEIA CTARApPT YIBEPHKACHHOIO PHKasOM MuHHCTEpCTBA TPY/Ja U COIH-
aubHOM 3amuTEl oT 15 centsabpa 2016 roga N 5221 Ne843 "CrnenuanucT 110 3aluTe HHpOPMALH
B AaBTOMATH3HPOBAHHBIX CHCTEMaxX" 3aperHCTPHPOBAHHOIO B Musncreperse foctuiuu Poccui-
ckoit Penepamuu 28 centabpa 2016 roxa, perucrpanuonnbiit N 43857, O6obuienHas TpynoBasd
dynxums: B/02.6 AIMEHMCTPHPOBAHHE CHCTEM 3alHTBL HHpOPMALMY aBTOMATH3UPOBAHHBIX CH-
CTeM.

3anaun TloMydeHne IpEICTABIEHIs O CHCTEMAX Iepeiatd HHpopMalluy, 3a1adax Ko-
JRCAAILIAHEL TOpIe PEMIAIOTCs B XOJe NPOEKTHPOBAHHS, CTPOUTEINILCTRA, IKCILTyaTallHMt I
ONTHMH3ALMH MY/TBTHCEPBHCHBIX CETeH, CHCTEM Tepeiadn HHpopMalui
OcHoBHBIE 1. OcroBHBIe nonsTHs Teopuu ceteit. Crex mpotokosos TCP/IP
paszenst / TeMbl | 2. KommyTarust 0 MapuipyTasanus. CeTd KoOMMYTalliy aKeToB, KaHaloB
AHCIUATIIMHE] 3. Oprauusarys ¥ TeXHOJIOTHA ITOCTPOEHHS CeTeH CBA3M
4. DMyJIATOPHI U CUMYIIATOPE! CETEBOTO 000PYIOBAHUS

2 Ilepedennb IUIAHAPYEMBIX Pe3yLTATOB 00y deHHs M0 AHCIHILINHE (Moaymo),
COOTHECEHHBIX € MIAHAPYEMBIMH Pe3yJILbTATAMH 00pa30oBaTe LHOM NPOrpamMMbl

IIponecc u3ydeHus THCHMIUTAEDBL «CEeTH U CHCTEMBI IIepe/lai uHpOpPMALHH» HAllpaBJieH Ha
(opMHpOBAHHKE CIIEAYIOUMX KOMIECTCHIHH B COOTBETCIBHH C ®I'OC BO u ocHOBHO# 00pa3oBa-
TeIbHOM Iporpammoii (Tabmuma 1):

Tabmuna 1 — KoMIeTeHIAN | TIaHAPyeMBIE Pe3yIbTaThl 00y 4eH s N0 TUCIUIUIHHE

[Tnanupyemble pe3yIbTaThl
0GyueHus 110 JUCHUILIMHE

Kon 1 HauMeHOBaHHE
KOMIIETEHITHH

I/IHIEI/IKaTOPH JOCTHIKCHUSA

Q6menpodecCHOHAIbHBIE

OIIK-9  Crocoben | OIK-9.1 3naer Tekymee cocTos- | 3HaeT TEKyIlee COCTOSHHC H

pemare 3ala4d IIpo-
deccronanbHoit  nes-
TEJIBHOCTH C YYETOM
TEKYLIETO COCTOAHHUS
U TEHIEHIMH pa3BU-
Tus  HHGOPMAIMOH-
HBIX TEXHOJIOTHUH,
CpEJICTB TEXHHYECKOH
samuTel  WHGOpMa-
LMK, ceTedl U CHCTEM
nepenadd HHpOpMA-
LUK

HHE W TEHJCHIWMH DPa3BUTHS WH-
(hopMaIHOHHBIX TEXHOJIOTHH,
CPENCTB TEXHUYECKOHW 3aIIHTBI
uaQopMaliH, CETeH H CHCTEM
nepefadi HHGOpMALHK; ITOPANOK
opraHu3alyy paboT 10 TeXHHYE-
CKOH 3amIuTe KOH(PUACHIHAIBHOH
pHopmanyid Ha O0BEKTax HH-
(dopmaTH3auK

TeHJEHIMH pa3BUTHA CETed U
cHcTeM Iepeiadl HHPOpMaliu

OIIK-9.2 VYwmeeT IUIAaHHPOBATh,
OpraHu30BbIBATh W KOHTPOIHPO-
BATh BEHITIONHEHHE MEPONPHATHH
Mo TexHHYecKoH 3ammre HHPOP-
Maluu

VMeeT IUIaHUpOBaTh, OpraHu30-
BBIBATh M KOHTPOJIMPOBATH BEI-
[IOJIHEHHE  MEPOLPUATHH IO
TeXHUYeCKol 3aiure HH(Op-
MAlMH B CETAX M CHCTEMax Iie-
pepayn uHOOPMAIHK

OIIK-9.3 Biageer MeTOJIaMH

Bnajgeer MeTonaMu IIPOESKTHPO-

TIPOCKTUPOBAHUA H HaBbIKaMH

BaHHS M HaBbIKaMH 3KCILTyaTa-

Q\\



SKCIUTyaTalliy CHCTEeM H CeTeH
nepegaur HHQOPMALHI TIPH pe-
meHuy 3a7ad mpoeccHoHaNbHOR

MU ceTeil M CHUCTEM Iepejadn
uH(OPMAIMH TIPH PEIleHHH 3a-
nay  npoeccHoHATbHON  ed-

JIeSTeTHOCTH, HAaBBIKAMH IIPH- | TEJIBHOCTH
MEHEeHHs COBPEMEHHBIX amnrapar-
HBIX YCTPOMCTE 3ammuTel HHGOOP-
MAIMM M CHCTeM Mepeayd HH-

(hopmanuu

3 MecTo AHCHUILIAALI (MOAYJIs) B CTPYKTYPE 00pa30BaTeJbHOM MPOrpaMMbI

Juctmmmsa(Moynb) «CeTd 1 CHCTEMBI Nepeiatii uH(bOpPMAIUKY» U3ydaeTcs Ha 3 Kypee B
5,6 cemecTpe.

JIMCTIUIIIHHA SABJICTCA 6a30BOi JUCLMIUIHHOMN, BXOJUT B COCTaB onoka 1 «AucHUIITHHBL
(MOZyIH)» ¥ OTHOCHTCS K 6a30BO¥ 9aCTH.

JUtst OCBOGHHS JUCITUIUIHHBI HEOOXOMMbI 3HAHUSA, YMCHH, HABBIKH U (1K) OIBIT MPaKTH-
qecKoif IeATeNbHOCTH, ChOPMUPOBAHHEIE B MPONECCE H3YUCHUS IMCIHILIHH / npaxtuk: OCHOBBI
uHpopManHoHHO# Ge3omacHocTH, OpraHu3alysd DBM u cucTeM.

3HAHHA, YMEHMS U HaBBIKH, chpOpMHpPOBAHHBIC NPH H3YHCHHH maciuminHel «CeTH |
cHUCTeMBI Tepeaun HHpopManuuy, 6yayT BOCTpe0OBaHb! TIPH BBIIOIHEHUH BBINYCKHON KBaslH-
duxanuoHHoH paboTEI, NP W3yICHHH JHCIHINIHH BesomacHocTh ceteir OBM, AJIMUHHCTPHPO-
BaHHE CHCTEM H KOMIIBIOTEPHBIX CETEH.

Jucimumsa  ««HauMeHoBaHue JIMCIMIUTAHBD) B - paMKax BOCIIMTATENBHOA PabOTEI
HAIpaBIIeHa Ha Pa3BUTHE TBOPYECTBA, NPOQecCHOoHABHBIX yMeHUH, OTBETCTBEHHOCTH 3@ BBINIOJ-
Henue y4eOHO-IPOU3BOICTBEHHBIX 3a/aHHH.

4 OGbem QHCHHILTHABI (MOXYJIS) B 3249€THBIX eHHALAX ¢ YKA3aHHEM KOIHIeCTBA
aKaJeMHYeCKHX YaCOB, BhIIEJIEHHbIX HA KOHTAKTHYIO paGory oGyuaromuxcs ¢ npe-
mogasaresieM (0 BHAAM y4eOHBIX 3aHATHI) H HA CAMOCTOATE/ILIYIO pa6Gory 00y-
YaMMXCSl

O6mast TpYA0eMKOCTh (00beM) AMCIHITAHBI COCTABIIACT 4 zaueTHBIX equuuL, 180 akame-
MHYECKHX YacoB.

Pacnpenenenne ofbeMa AHCIHITHHBI (MomyJist) MO BHAAM yIeOHBIX 3aHATHI Npea-
craBJieno B Tabuune 2.

Ta6muma 2 — O6beM THCIHILIHHEL (MOAYJLH) 110 BUIAM yueOHBIX 3aHATHH

O0beM QHCHHIUIHHDI Boexo awyysaiu
YeCKHX 4acoB

O6wias TpyA0eMKOCTb THCIHILTHHBL 252

KonTakTHas ayluTopHas padora o0y4aomuxcs ¢ NPenofasareaem (mo 128

BHAM yueOHBIX 3aHATHIL), BCEr0

B Tom uncne:

JARSTHS JeKIHOHHOro THIA (JIEKLUK ¥ HHbIEe Y4eOHbIC 3aHATHS, IPeay-

CMaTpUBAIOILKE IPEHMYILECTBCHHYIO nepeaady yaeOHOM HHPOPMALHH Ie/a- 64

rormuecKumMy paboTHUKAMH)

3aMSITHS CEMHHAPCKOro THIA (CEMUHAPBI, PAKTHICCKHE 3AHATHA, MPaKTH- 64

KyMBl, 1a00paTopHEIe paboThl, KOJUIOKBAYMBI 1 UHBIC AHAJIOTMYHbIE 3AHATH)

Wuas KoHTAKTHAsI paboTa 1

CamocTosTe pHas padoTa 00yJaouuXcs H KOHTAKTHAS paGoTa, BKIIIO-

qaromas IPYIIOBbIe KOHCYIbTaly, HHIHBUIYalbHYIO paboTy 00y4aromuxcs 38

C MpenoaBaTelAMH (B TOM YHCIIE HHIMBALYaIbHEIE KOHCYJ/IBTAL[FH); B3AHMO- |




O0BbeM JHCIMILTHHBI

Bcero akagemu-
YeCKHX YacoB

NeficTBEE B HIEKTPOHHOM HH(POPMALMOHHO-00pa30BaTeNIbHOM CPE/Ie By3a

TIpoMexyTO4Has aTTeCTalksA 00y IAIOIIIXCS —

DK3aMeH

5 Copepskanne JHCUHITAHBI (MOYJIS), CTPYKTYPHPOBAHHOE IO TeMaM (pa3nenam)

€ YKa3aHHEM OTBeIeHHOro HA HUX KOJHYECTBA aKaJeMHAYeCKHX YacoB H BHAOB

yuebHoii paboThI

Tabnuua 3 — CTpyKTypa U COAEPIKAHKE THCIUIIIHHEL (Mo1yJIs)

HanMeHOBaHHe pa3/ielioB, TEM U CONEPXKAHUE
MaTepHana

qacax)

Buzp! yueGHOI pabOTEI, BKIIFOYask CAMOCTOATEb-
HyI0 paboTy 06y4aroIuXCcs i TPYI0EMKOCTD (B

KonraktHas pabora

npenogaBaTeiid C 06y‘-IaIOHI,IdMIfICSI

Jlexiu

(mpakTHYECKHE
3aHATHA)

Cemunapckue | JlabopaTopHsie

3aHATHA

CPC

Pasgen 1 OcHOBHBIE IOHATHS TEOPHH CETEM.
Crex nportokomnos TCP/IP

DranonHas monens OSI, HasHaueHue u 3a1a-
gy yposreit OSI. Meronosorus paboTsl MO-
nemu OSI. Tlepeaua JaHHBIX OT OTIIPABHUTE-
JISL K HOJY9aTeNio, JIOTHYeCKHe i (H3nIecKHe
CBS3H MEXILy YPOBHAMH OTIPABUTEIS U IO-
nyugarens. [Tonstae monemu creka TCP/IP,
monens creka TCP/IP, Ha3HaYeHKE U 331241
yposneii TCP/IP. CooTBeTCTBHE YPOBHEH
mopeneit OSI u TCP/IP. KpaTkas xapakrepu-
cruxa nporokoiioB creka TCP/IP, ux ocHOB-
HEIe 3a7aul. 3aroaoBKu. [TonaTHe Meuano-
TOKa, CErMEHTOB, ITaKeTOB U KaapoB.IP-
anpecanust, Macka nozcetu. [llupoxosenia-
tenpHbIH fqoMed. Tunsl [P-anpecos, THITE
Bemanus IP. YMeHue BBINOIHATE KaJIbKyJIi-
o IP-azpeca 1o Macke MOACeTH. Y MeHHe
paboTath ¢ npeduKcaMu CeTH. Y MeHHe
ompeeNsTs KoandecTso IP-afpecos B ceTH,
TIepBBIif, TOCIIEH T K IHPOKOBENIATEIbHBIH
IP-anpeca B ceTd. Y cioBus 00eCIeYCHHUS y3-
JIOB CBS3M — DJIEKTPHUYECTBO, 3a3€MIICHHE CE-
TeBoro 060pyJOBaHUs, TEMIIEPATYpPa, IIOMe-
[IeHue, BIAKHOCTD, IO)KapHas 0€30I1acHOCT.
0630p rpymns cranpapro IEEE 802. Ilox-
ypoeru L2. Ethernet. CSMA/CD, nomen
xommzun. [Torsitre ckopoctw, duplex, MTU,
¢parmenrawyy, Jumbo-dpeiima. [lorsaTne
KOMMYyTaIiH, BUbI KoMMyTanus, Ethernet-
3aroioBok. Mac-azapec, MII, aBrocornacosa-
mue nopros, MDI/MDIX. Mexanu3m KOMMY-

16
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Buzpl yueGHOI pabOoThI, BKIIOYAd CaMOCTOATE b
HyI0 padoTy 00ydaroHxcs 0 TPy A0EMKOCTh (8

Jacax)
HaumeHoBaH¥E pa3AeioB, TeM U COJACPKAHUE Konraxrras pabora
Marepuana npernojaBaren ¢ 00y YalomuMUcs
Jexiuu | Cemunapekue | JlaGoparopHbie CpC
(mpaKTUUECKHe 3aHATHSA
3aHSATUA)

tauuu B Ethernet. [TonaTHe H MEXaHH3M B3a-
umoneiicrsus [P, ARP u ICMP. [Tonstne
mapmipytusaropa. O630p ceMelicTBa IpoTo-
KOJIOB FOPSYETo PE3EPBUPOBAHU — IRDP,
HSRP, VRRP, CARP. Mexanu3sm paGoTs!
UDP. Mexauu3mbl pa6otsl TCP — tpexarar-
HOe KBHTHPOBaHHE, CKOJIb3SMIEE OKHO, yBE-
ZOMJIEHHE O 3aTOpE, Tepejiada JaHHEIX C
HOITBEPYKACHHEM. AJIpecallsa cyxk6 L7 -
OPT OTIpaBATeNs H noyyares. ['pynisl
noptoB. NAT, BETIEI NAT, PAT. I'nobanbHast
¥ TOKAIBHAS a(peCallist
yerpoticts.Hacrpotika 802.1Q VLAN

Anpecarys [P Pacuer aapecoB 1 ceTed

Pazpen 2. KommyTanus ¥ MapiupyTH3amus.
CeTu KOMMYTAIHH ITAKETOB, KAHAJIOB

CTpyKTypa ¥ MeXaHu3M paboThl IPOTOKOJIOB
L7 — DHCP, BGP, DNS, HTTP, HTTPS,
SMTP, POP3, SNMP, FTP, TFTP. Kparkas
XapaKTepHCTHKA IPOrpamMM TELNET u SSH.
BsaumoyeiicTre ¢ L3 mporpamm ping 1
traceroute. B3ammopeiicteue ¢ L4 nporpam-
MBI netstat.0G3op Bosmoxrocteit Ethernet —
PoE, LLDP, LACP. IIpoTOKOJIBI CXOAUMOCTH
npesa — STP, RSTP, PV-STP, PV-RSTP,
MSTP, SBP. [TpoTOKOJIBI CXOAMMOCTH KOJIb-
ma — ERPS, GVRP, RRPP. Mecto Ethernet B
ceteroii mopemu Cisco. CeTeBble yCTpOHCTBA 16 16 22
—wmoct (bridge), kommyTaTop L2, kommyTa-
top L3. AsropuT™ palOoTsI MOCTa i KOMMY~
raropa. Kiraccuukars KOMMyTaTopoB ¢
1.3, mozemu cetr Cisco — KOMMYTaTop 10~
CTyIa, KOMMYTaTOp arperamuH, KOMMyTaTop
sinpa ceru.3Hanne PpU3HICCKUX TOILOJIOTHH
ceTH. XapakTepUCTHKA Cpell epeiatn laH-
HBIX — MEIHO-3JIEKTPHIECKHE, BOJIOKOHHO-
ONTHYECKHE U GECITPOBOIAHBIC COSTUHEHUS.
MeTomb! PU3HUECKOro KoaupoBanus. Mero-
JIbI MOZYJIAIMK CHTHANA. Y CTPOHCTBA L1
(xal, KOHIETPaTOP, PETHTED, OBTOPHTEIB)
Mapmipy T3aiHs, B/l MapIIpyTOB. Tabmnu-
118 MapIIpyTH3aluy, MapiupyT 10 yMoa-




-

HauMeHOBaHHE pasiiesioB, TEM U COJIEPKAHUE
Mareprana

Bunnl yuebHOH pabOTHI, BKJIFOUasA CAMOCTOATC/Ib-
Hy10 paboTy 00y4aromuxcs i TPYZIOEMKOCTS (B

gacax)

Konraxtras paborta

npenoj@asare ¢ 00yJaroAMUCA

Jlexupn | Cemuuapckue | JlaGopaTopHBIe CpC

(mpaKTHIECKHEe
3aHATHS)

3aHATHS

faro. Anropurm paGotst L2/L3 Ha IIK 1
mapmpyTuzarope. CraTHyeckas i AHHaMiIe-
ckas MapmpyTi3anus, MeTpaKa MapupyToB.
Bust [1IM, Tonosnormueckas BJI. Mexa-
ru3M paboTsl 1 u3aiid RIPVZ, OSPF u IS-
IS Ilonsue ceteBoit Mozenn Cisco, ee ypoB-
HM, Ha3HAYEHHE U 3a/[a9H yPOBHEH. Orume
ot mogeseit OSI u TCP/IP. O6mue coramie-
Hust 06 aG6peBHaTypax H IEMEHTax CeTCBBIX
cxem. YKu3nernbm K nposaiinepa. CeTH
xoMMyTanuy Kaganos? KovmyTanus,
MapupyTa3arus

Paznen 3 Opraau3aliys 4 TeXHOJIOTHA 110-
CTpOEHH: CETEH CBA3H

0630p 1 Mexaru3M paborsl Wi-Fi. OG30p 1
MeXaHu3M paboThl KIIaCCHIECKOTO Wi-Max.
0630p pemenui Wi-Max HEKOTOPBIX IIPOH3-
somuteneii — WORP, MINT.Crpykrypa 1
MECTO TpaIAIHOHHBIX TeXHONOT )it My Tb-
CHO-KOJI0Bas MOJLy/IsItHs. MexaHu3M paboTel
E1/T1, xkaHaIbHBIE HHTEPBAIIBI, KOJUPOBKA
HDB3. MybTHIIIEKCHPOBAHKE. TDM. Cun-
xponusarws. CTpYKTypa H MEXaHH3M paboTe!
PDH u SDH. ATM. CemeicTBO IPOTOKOJIOB
xDSL. O630p CeTeBBIX YCTPOHCTB — MOJICME,
DSLAM, CSU/DSU, MyIBTHILICKCO-
pe1.TIpHHIHAIEL paGoTHI aHanoropoit Tenedo-
mun. ALT u ITATL, MeTOZBI Npe/ICTABICHHIA
TOJIOCOBBIX KONeOaHHH ¢ MOMOIIBIO JINCKPET-
HBIX JaHHbX. OcoOCHHOCTH Iepe/ady rouoca
B aHaToroBo-1EdpoBEIX cucremax. O630p,
MeXaHH3M PabOThl i BHIBI CETEBBIX
YCTPOHCTB IIPOTOKOTIOB SS7 1
ISDN.TpeGoBanus K Ka4eCTBY CETH. Mexa-
HI3MBI OGecTIede s KauecTBa 00CIyKHIBa-
st — CoS 1 QoS. IlpuopuTesanus TpaguKa,
B3BeIICHHAs CIIPABEUIHBAA 04CPEb. RTP.
0630p NPUHIKIIOB NEPENAIH BujgeoTpaduKa.
063op mpotokoina VoIP. 0630p IPOTOKOIIOB
pauuanay Bezosa SIP m H.323. 0630p ce-
TeBBIX YCTPOHCTB — IILJII03, ME/THALLITIO3,
GateKeeper, SoftSwitch. CrpykTypa i MeXa-
HE3M PaBoThl MOOHJIPHBIX CETCH 1G, 2G, 3G,

16

16 22




Bus! yueOHO# paboThI, BKIKOTAA €aMOCTOSITEIIb-
Hyio paboTy 00yJAIOMMXCs H TPYA0eMKOCTD (B
gacax)
KonrakrHas paboTa
npenojasaTe ¢ 06 YUATOIIMMHCH
JlaGopaTopHBIE
3aHATHA

HauMeHOBaHHE Pa3fesion, TeM K coziepKanue
Marepuaia

CeMHHAPCKHE
(MpaKTHICCKHE
3QHSITHS)

Jlexuum

4G. O630p pa3paboToK 5G. Opraauzanus
yCITyT Iepefiads rojoca i JIAHHEBIX B MOOU/IB-
HBIx cetax cranapra 2G/3 G/4G. PoymuHr,
XOHIOBEP. DIEMEHTRI MOOHIBHOM CETH —
MSC, VLR/HLR, ERP, BSC, BS. 0630p
IPv6, B3aMOJEHCTBHE C Ethernet. O630p
crexa TCP/IPVO. Biaumoneiicteue ¢ IPv4,
ommans ot [Pv4. CTPYKTYpa 1 IIpHHIHI pa-
6otsl MPLS. MHCTpYMEHTEI MPLS - LDP,
TE, FRR, B3auMoeHCTBHE C M (S-1S,
MP-BGP). CemeiicTBO HPOTOKOJIOB DWDM.
CewmeiicTso npoTokosios PON (GPON, NG-
GPON). MapimpyTH3amHs RIP, MapmpyT#-
3anys cTaTHIeCKasd, Mapmpy TH3aus OSPF
u BGP

Pazmen 4 DMyJISTOPBL H CUMYJIATOPEL CeTeBO-
ro 0GopynoBaHKs

Ha(e)HOCTb, AOCTYIHOCT, KOHBEPTeHT-
HOCTD, MACIITAGHPYEMOCTb, YIPaBIIEMOCTE
1 6e30MacHOCTh CeTH. OMYJIATOPEL ceTei.
O630p MexaHu3Ma paGoThl K CONUATBEHOTO
sHauenws cepBHCoB: Torrent, Skype, MOKUCKO-
ik ma npamepe Google, Wikipedia, coru-
abHBIE CeTH. [1epCIIeKTHBE! PA3BHTHA
opensource i IponpreTapHoro noaxona. O6-
CyKIeHHE JIETHTUMHOCTH 1 TEXHUIECKOi
CTOPOHEI METOJIOB cGopa [0JIb30BATEIBCKHX
naHHbIX. CHMYIATOPEI cereit. Ilonck Heuc-
NpaBHOCTEH B CETH. Y CTPaHSHUE HeucIpas-
HOCTEH B CETH
HUTOI'o

o AUCUHIIHHE

6 BueayauTOpHASI CAMOCTOSITEILHAS pabora 00y4aromuXCs 110 AACIUILIHHE
(Mo1yJ1I0)

[Ipu MIaHEPOBAHKH caMOCTOATENBHON PabOTEL CTYACHTY PEKOMEH/LyeTCs PyKOBOJICTBO-
BaTHCsl CIE/IYIOMIM PACTIPEICTICHICM 1acon Ha CAMOCTOSTENBHYIO PaGoTy (tabmumna 4):

Ta6nuua 4 — PekoMeH nacIpeelicHre 1acos Ha caMOCTOSTEIbHYIO paloT;
KomnoHEeHTb] caMOCTOSTeIbHOMH Nab0ThI KoaungecTBO 4aC0B

HUE TEOPEeTHICCKHX pa3Jc/ioB JIUCIUATIIMHBL

M3yue
[ToAroToBKa K 1a00paTOPHEIM paboTam




TloaroToBKa B 0QOpMIEHHE Konrp.1 -_
TloroToBKa i 0QOpMICHHE Komntp.2 “
Bceero

7 QOueHOYHbIE cpeacTBa I npoBeAeHus TEKyWero KOHTPOJIS
¥ NPOMEKYTOYHOM aTTeCTAIHH ofydaromuxest 0o AACHHIIANE (MoOpy1I0)

Bon1 OLEHOUHBIX CPEICTB UIA IIpOBE/IEHHs TEKYIIEro KOHTPOI yCrieBaeMOCTH H NpOMe-
JKYTOYHO} aTrecTarun npencrapiel B [IpAIOKCHAA 1.

[MoTHBIA KOMIUIEKT KOHTPOJIBHBIX 3aaHnil WM HHBIX MaTepHaloB, HEeoOX0MUMBIX UL O1C-
HUBaHUS Pe3ylIbTaTOB o6yueHHns 10 JAUCIMIIMHE (MoayITi0), TPAKTHKE XpaHuTCsA Ha xadenpe-
pazpaboTuuKe B GyMa)KHOM H DJICKTPOHHOM BH/C.

8 VuyeOHO-MeTOAMYECKOE H pH(gopMALHOHHOE obecneuenue JUCHHIIHHBI (mo-
XyJIst)

8.1 OcHoBHas JuTEpPaTYpa

1. W6e, O. KoMmploTepHbIE CCTH H coyxGBl yHaIeHHOr0 J0CTyIa [DnexTpoHHBLH pe-
cype] / O. Hbe; Ilep. ¢ aunL - [ZNANIUM.COM]. . 336 c¢. Pexmm pocryma.
http://znanium.com/catalog/product/40771 , OrpaHMYeHHBIA. — 3ari. ¢ SKpaHa.

2. UYexmapes, IO. B. BeruucauTenbHbple  CHCTEMBL ceTH M TeJeKOMMYHHKa-
e [DIeKTPOHHBLH pecype] / 10. B. YekMapes. - 2-€ W3J. Ucmp. U JOI. - [ZNANIUM.COM]
2009. - 184 ¢. Pexum mocryma: http://znanium.com/catalog/product/407842, OrpaHUYeHHBIH. —
3ari. ¢ 3KpaHa.

3. ApXHTEKTYpa SBM § BHYHCIUTEIBHBIX CHCTEM! Vye6rux / H.B. MakcuMoB, T.JL
[Mapreika, M.W. TTonos. - 3-¢ m3L., mepepad. u Jom. - [ZNANIUM.COM], 2010. - 512 c.: - Pexxum
JOCTyIA: http://znanium.com/catalog/product/201229, orpasMYeHHBI. — 3ari. ¢ IKpaa.

8.2 JdomoaHHTEIbLHAN JuTeparypa

1. TexH. IMArHOCTAKA COBP. LHGP. ceTeii cBa3u. OCH. IPUHIIAIBL ¥ TEXH. CPENCTBa uzmepe-
puii TapaMeTpoB Ieperadd UL cerei PDH, SDH, IP.. / M.M. IltuyHUKOB H [P -
[ZNANIUM.COM], 2012. - 480 c.: Pexxum mocTyna: http://znanium.com/catalog/product/360399,
orpaHHYeHHBIH. — 3arl. ¢ IKpaHa.

2. KOMIIBIOTEpHEIE ceTH: YueOHOoe mocobue / A.B. Kysus. - 3-¢ U3, nepepad. ¥ JIOIL. -
[ZNANIUM.COM], 2014. - 192 ¢ - Pexum zoctymna: http://znanium.com/catalog/product/450375,
OrpaHuYeHHBIH. — 3arJ. ¢ SKpaHa.

3. CHcTemMbl KOMMYyTaUmu: ¥Y4eOHHK / Tompmurein B.C., - 2-¢ w31, - [ZNANIUM.COM],
2014, - 314 c¢. Pexum pocryna: http://znanium.com/catalog/’product/944211, OTpaHMYCHHBIH. —
3ari. ¢ PKpaHa.

4. Tpemes M.A. CeTr U CHCTEMBI nepena4y HHOOPMAIAH Jlns CTYEHTOB TEXHAYCCKHX
crienuanpHocTell / M3aaTenbeKue peeHud, 2020. — 310 ¢. ISBN 97 8-5-4496-3257-9

8.3 Meroan4ecKue yKazaHui IJISl CTYIeHTOB o 0CBOCHHIO JUCIHIITAHBI

O6yueHHe JUCITHIIIAHES «CeTH H CHCTEMBI Tepe/iadl HH(POPMAIHm) npenronaraeT u3yse-
HHe Kypca Ha ayMTOPHBIX 3aHATHIX 1 B X0JIe CaMOCTOATENLHOH PabOTEL. AyIATOpHBIE 3aHATHSL

o

1poBOAATCA B (popMeE JICKIMH 1 aGopaTOpHBIX 3aHATAM.

Tauma 7 MeTo/ueCKIe YKa3aHAs K OTACNbHBIM BHAAN JIesITeNIBHOCTH
Bun_yueGHo- | OpraEH3als JesTebHOCTH CTY/ICHTA




TO 3aHATHA

Jlexnus

Hanmcanue KOHCTIEKTa JISKIUH: KpaTKo, cXeMaTHYHO, T10CIIe-
jopaTeNBHO PUKCHPOBATE OCHOBHBIE TIONOKEHHs. BpLACIATS Kiode-
BLIe CI0Ba, (POpMYJIBI, OTMEHATH Ha [ONAX YTOYHSIOMAE BOMPOCEH! TI0
TeMe 3aHATHS

PaGoTa ¢ aBTOMATH3UPOBAHHBIMI pabounMu

JlaGopatop- MeCTaMH.

HBIE 3aHATHE
CamocTos-
tenpHAs pabora

T Gonee rnyboKoro M3ydeHHs pa3aenos JHCIHIUTAHEL
TIPeTyCMOTPEHBI OTACIHBHEIC BHJIBI CAMOCTOSATEIBHOH paboTel: HOTI-
FOTOBKA K 1a60paTOPHBIM 3aHATHAM, p3ydeHne TEOpeTHIECKUX pas-
TeNI0B JUCIMILIAHEL, MOATrO0TOBKA KOHTP..
CamocTosTeNbHAas padoTa ABIACTCA Hauboee PO/ TyKTHBHON dhopmoit 0GpazoBaTELHOH
1 TI03HABATENBHOH JeATEILHOCTH CTy/JeHTa B HEPHOA o6yuenus. CPC HanpasleHa Ha yriyoJe-
Hue ¥ 3aKpeIUIeHue 3HaHui CTYACHTA, pasBuTHE NPAKTHICCKUX ymenuii. CPC 1o JIMCLIATLIMHE
«CeTH U CHCTEMBI IIepeiait uHpOpMAIMEY BKITIOIACT CTepyIomIye BH/BEL paboT:

— pa6oTy ¢ JeKIUOHHBIM MaTepHaIoM, [OHCK H 0630p THTEPATyphl H HNEKTPOHHBIX HC-
TOYHMKOB HHGOpMAIIH IO HHIMBH/yaJIBHOMY 3aIaHHIO;

— OTIEPEKAIONIYIO CaMOCTOATCIILHYIO pabory;

— p3ydYeHHE TEM, BBIHCCCHHBIX Ha CaMOCTOATENBHYIO IPOPasOTKY;

— NOArOTOBKY K NPAKTHYECKAM 3aHATHIM;

_ ppIToNHEHHE ¥ odopmeHne KOHTP..

Kountpoib caMOCTOATeIbHON PaGoTHl CTYACHTOB I KauecTBO OCBOEHUS NMCIHIIIHHEL 0CY=
ECTBISETCS MOCPEICTBOM:

— IpeicTaBJICHHS B YKa3aHHbIC KOHTPONBHBIC CPOKH PE3Y/IbTaTOB BBITIOJHEHHS 3a/IaHHH
U151 TEKYINETO KOHTPOJIS;

— BBIITOJTHEHHS U 3AIUTEI KOHTP.;

KoHTpobHbIE paGOTHL AOTDKHE 6BITH 0(OpMIIEHB! B COOTBETCTBHH ¢ TpeGoBaHUAMU BHYT-
PEHHHX HOPMATHBHBIX NOKYMEHTOB GI'BOY BO KeAT'Y.

8.4 CoppemenHbI¢ MPOdecCHOHAILHBIC Ga3bl JAHHBIX H HHQOPMANHOHHBIC cnpa-
BOYHBIE CHCTEMbI, HCIOJIb3YeMbIe TPH ocymeCTBJICHIH 06pa3oBaTEILHOTO NPO-
pecca 1o JUCUHIIHHEe

1. DnekTpoHHO-OMONKMOTE HAd CUCTEMA ZNANIUM.COM — Omubka! HexonycTuMBbIii
00beKT rHnepCchblIKM..
2. KoncynpTant+

8.5 IlepeueHb pecypcoB unq)opMaunomlo-TeneKommyﬂnKaum)HHoii ceTH «Hn-
TEPHET», HeoOXOIUMBIX JJIfl 0CBOCHHA AACUUTIIHHBI (monyst)

1. Hayunas anekTpoHHAA GuGamoTeka Elibrary http:/elibrary.ru.

C 1e/TbIO TIOBBILICHHA KA4eCcTBa BE/ICHHA 06GpazoBaTe/IbHOM JeATebHOCTH B VHUBEpPCHTETE CO-
3maHa 3JeKTPOHHAA uH()OPMALUOHHO-00pa3oBaTeIbHA cpena. OHa MOJpasyMeBacT OpraHu3aluio
B3AUMOJIEHCTRHS My 00y4arOmHUMHCs 1 TperoaBaTe M| epe3 CHCTEMY JMYHBIX KaOMHETOB
CTYIEHTOB, PACHOJOXKEHHBIX Ha oduumaTsHOM ~cafiTe YHHBEPCHTCTA B HH(OPMAIUOHHO-
TeNeKOMMYHHUKAIHOHHOH CeTH «VHTEpHET» TO AIpecy https://student.knastu.ru. Co3naHHas HH-
dopmarEorHo-00pasoBaTeIbHai cpesia O3BOJIAET OCYIIECTBIATE BiauMoIeficTBIe MEXy ydacT-
HEKaMHA 00pa30BaTeIbHOro Ipowecca [OCPECTBOM OpraHu3aiy JMCTAHIMOHHOTO KOHCY/IBTHPO-
BAHHA [0 BOIPOCAM BBIIOTHEHHA IPAKTHIECKHX 3a/1aHuH.

8.6 JlaneH3HOHHOE POrpaMMHO¢E oGecmedenne, HCIOJIb3yeMoe HpH
ocylecTBIEHHH 00pa30BaTeILHOro npoiuecca Mo JHCHHIINHE



[IPOrPaMMHOr0 00ecIeyeHIsT
PexBHU3UTEL

JluneH3HOHHBI] cepTUhUKaT No 46243844 ot 09.12.2009

TaGmuna 5 — [epedeHb HCTIOIb3 eMOTr0
Haumenosanue I10

Microsoft® Windows
Professional 7 Russian
Open Office niu aHaJIOT
OrnepalHoHHAs CHCTEMa
Ubuntu wiy aHajIor
Tunepsusop Virtual Box miH
aHaIor

OGospesatens Google Chrome
AIH AHAJIOT

Cisco Packet Tracer

Cr0o6OIHO-PACTIPOCTPAHAEMOC

CBOGOIHO-PACIIPOCTPAHACMOE

CBO6O/IHO-PACIIPOCTPAHACMOC

(CB0O6O/IHO-PACTIPOCTPAHACMOC

CB06GOIHO-pacIpOCTPaHACMOC
CB060IHO-PACIPOCTPAHACMOC
CBOOOIHO-PACIPOCTPAHACMOC

9 0praﬂmaunouuo-nenaromqeclme ycaoBus

Qpranu3aLms 06pa3oBaTebHOrO Mponecca pernaMeHTHpYeTCs yueGHBIM ILIAHOM U pacri-
canmem yueOHBIX 3aHSTHH. SI3BIK 00y9IEHUSA (nperofiaBanms) — pycckuii. Jlis BCeX BHIOB ayznu-
TOPHBIX 3aHATH aKaJeMHIUIECKHii 1ac yCTaHaBIHBacTes IIPOJIOIIKATENEHOCTBIO 45 MHHYT.

ITpu popMEpOBAHNK CcBOEH METHBHLYaTBHOM ofpa3zoBaTesbHOM TPACKTOPHH obyuaromunes
FMeeT TIpaBo Ha [epe3aycT COOTBETCTBYIOILINX [HCIMIUIHH A npodeccHoHaIBHBIX Moj1yJiei, 0CBO-
eHHBIX B MpOLECcce MPEIIIECTBYIOMEro oGyuenH s, KOTOPBIA ocBOGmKIaET o0ydaromerocs OT
HEOGXOMMMOCTH HX IOBTOPHOTO OCBOCHHA.

9.1 O6pasoBaTe/bHbIE TEXHOIOTHH

VeGuBIi IpoLecC TIPH NPEroaBatiui Kypea OCHOBHIBAETCS HA HCITOJIb30BAHIH TPa/iii-
OHHBIX, AHHOBALMOHHBIX H nH(OPMAIHOHHBIX oOpasoBaTeNbHBIX rexronoruit. TpamuuoRHble 00-
pasoBare/bHbIe TeXHOTIOIHH TIpe/ICTABIIEHb! JICKIHAMH 1 CeMHHAPCKUMH (MpaKTHUECKUMH) 3aH-
Trsivy. VIHHOBAIMOHHBIE 00pa30BaTeNbHEIC TEXHOJIOTHY HCIIONB3YIOTCS B BUJIE LIMPOKOTO [pHUMe-
HeHHMs AKTHBHBIX M MHTEPAKTHBHBIX dopM mpoBe/ICHHA sansTuii. VEGOpMALHOHHbE 00pa3oBa-
TeTbHbIe TEXHOJOTHH PEaH3yIOTCs HyTEM AKTUBH3ALIAH CAMOCTOATEBHOM paGOTBI CTY/ACHTOB B
uH(pOPMAITHOHHON 06pazoBaTeIbHOM CPEse.

9,2 3auaTHS JEKIMHOHHOr0 THIA

JIeKIMOHHBIA Kype IpeanonaracT CHCTEMATH3UPOBAHHOE H3JIOKEHNE OCHOBHBIX BOIIPOCOB
yaeGHOro Iana.

Ha mepBoi JIEKIUY JIEKTOP 06s3aH npeyIpefuTh CTyACHTOB, IPUMEHHTENBHO K KaKoMy
Gaz0BOMY YIEOHUKY (yueOHHKaM, y4eOHBIM nocobusm) GyAET IPOIHTaH Kype.

JIeKIMOHHBIHA Kype HOJDKEH HaBarh HauGopIIHil 00BeM HHOOPMALUH K obecrieunBarh 60~
niee TiyOOKOE IOHUMAHKE y4eGHBIX BOIPOCOB IPH AHAYATENBHO MEHBIIEH 3aTpaTe BPEMCHH, HEM
510 TpeGyeTcs GOMbIUMHCTBY CTYACHTOB Ha CaMOCTOATEIbHOE H3YUCHHE MaTepUad.

9.3 3aHATHS CEMHHAPCKOro THOA

CeMHHAPCKUE 3aHATAS IPEICTABIAIOT coBoli HeTaNu3aIHIo JEKIIHOHHOr0 TEOPETUIECKOTO
MaTepuana, IPOBOAATCS B LEIAX 3aKpeILIeHHs KypCa i OXBATBIBAOT BCC OCHOBHBEIE Pa3Iebl.

OcHOBHO# (popMoii MpoBE/ICHUs CCMUHAPOB apyseTcs o0cykaenne Hanboee TPOOIEMHBIX
1 CIOYKHBIX BOIPOCOB II0 OTAENMBHBIM TCMaM, a Taioke pa3bop NPHMEPOB H cuTyalui B ayHTOp-
HBIX YCOBHsAX. B 00A3aHHOCTH TpenofiaBaTeli BXOJIAT: OKa3atue METOIIECKOM IOMOIIN H KOH-
Cy/IbTHPOBAHHE CTYIEHTOB I10 COOTBETCTBYIOIIHM TeMaM Kypea.

AKTHBHOCTh Ha CEMHHAPCKHX 3aHATHAX OLCHABACTCA 110 CJIELYIOLIIM KPHTEPHAM:



. OTBETHI HA BOIPOCHI, IIPeUIaracMpIc HperojaBaTeseM;

+ yYacTHE B UCKYCCHIX;

. BLINIOJIHEHHE MPOEKTHBIX ¥ HHBIX 3a1aHuM;

. aCCHCTHPOBAHME NPELOaBaTeIio B IIPOBE/ICHIN 3aHATHH.

OTBeT JOJDKEH OBITH ApryMEHTHPOBAHHEIM, pa3sBEPHYTHIM, HE OZAHOCIOXKHBIM, co/iepKaTh
CCHUTKH Ha HCTOYHHKH.

JIOKITaRB! | OIIIOHUPOBAHUE JIOKJTAZ0B MPOBEPSIOT CTETCHD BIA/ICHHA TEOPETHUECKHM Ma-
TepHAToM, a TaK)Ke KOppeKTHOCTE 1 CTPOroCTh pacCyKIeHHH.

OreHyBaHKe 3afaHuH, BHINOTHEHHBIX Ha CEMHHAPCKOM 3aHATHH, BXOMUT B HAKOIUTICHHYIO
OLICHKY.

9.4 CamocToSITeIbHAsE paboTa ofyuaromuxest N0 AHCUHITAHE (Moxy.mio)

CamocTosiTenpHas paboTa CTyASHTOB — 3T0 TpoLecC aKTHBHOTO, LeJIeHanpaBIeHHOTO TIPH-
obpeTeHus CTyACHTOM HOBBIX 3HaHuii, yMeHui 63 HEMoCpe/ICTBEHHOTO yYACTHS HperoaBaTens,
XapakTepU3yIoHHCs TIpeZIMETHOHN HANPAB/ICHHOCTHIO, 5(()eKTHBHBIM KOHTPOJIEM K OIICHKOH pe-
3yNBTATOB JIEATENbHOCTH o0y4aromeroc.

Ilemu camMOCTOATELHOM paboTsI:

. cHCTEMATU3alisd W 3aKpervieHne MoydCHHBIX TeOpEeTHUECKHX 3HAHUI M IPAKTHICCKUX
yMEHHH CTYIECHTOB;

- yriyGeHne U pacimpeHne TeopeTHYECKHX 3HAHHH;

- popMHpOBaHKE yMEHHH HCIONIb30BaTh HOPMATHBHYIO H CITPaBOTHYIO JIOKYMEHTAITHIO,
CIEUAIBHYIO JIATSPATYPY;

- pa3BHTHC MO3HABATEJILHEIX criocobHoCTEH, aKTHBHOCTH CTYICHTOB, OTBETCTBEHHOCTH H
OpraHu30BaHHOCTH;

- (popMHPOBAHHE CAMOCTOATEIEHOCTH MBIIUIEHHS], TBOPYECKOH HHHUIHATHBEL, cnocobHo-
cTeilf K CAMOPA3BUTHIO, CAMOCOBEPLICHCTBOBAHUIO U caMopeaTH3aluy;

- pa3BHTHE HCCIEI0BATEIBCKUX yMeHHuil H aKa/IeMHYECKHX HABBIKOB.

CamocTosTenbHas paboTa MOKET OCYIECTBIATECHA MHUBHYQIBHO HIX TPYIIamMi CTYICH=
TOB B 3aBHCHMOCTH OT LE/IH, 005eMa, YPOBHSL CTIOKHOCTH, KOHKPETHOH TeMaTHKH.

TexHONOTHs. OpraHu3alii CaMOCTOATEbHOI paGoThI CTY/ICHTOB BKIOYACT HCIIOb30BAHHE
uHGOPMAIHOHHBIX U MaTepHalbHO-TEXHHIECKHX PECyPCOB YHHBEPCHTETA.

KoHTpoib pe3yibTaToB BHEAyAUTOPHON CAMOCTOSTEBHON pabOTHI CTYAEHTOB MOXKET IPO-
XOHUTE B MUCHMEHHOH, YCTHOH HIH CMEIIaHHOH (hopMe.

CTyHEeHTHI JOJDKHBI IOAXOTHTE K caMOCTOATENbHOM paboTe Kak K HavBaKHEHIIEMY Cpell-
CTBY 3aKpEIUICHHs ¥ PasBHTHS TCOPETHICCKHX sHaHu}, BHPABOTKE eIMHCTBA B3IJIALOB HA OTACIB
HEIE BONIPOCHI Kypca, IPHOGpeTeHuUs Onpe/IeNIEHHBIX HABBIKOB H HCIONMB30OBAHMA npodheccHoHaNIb-
HOM JIUTEPATYPHL.

B naHHOM JUCLUIIIHHE B pamKax CAMOCTOSTENBHON PaboTHl CTY/EHTHI /IBE KOHTPOJLHBIC
paGoTEI COCTOSIIYIO 13 IBYX qacTei.

9.5 MeToanyecKue yKasaHus I 00y4aI0IMIXCS [10 0CBOEHHI0 M CHHTIITAHBI

[Ipu W3yd4eHHH AUCHHMIUTHHDI 00y4aIoMUMCs LeNeco00Pa3to BEITOTHATD CIEMYIOIHE pe-
KOMEHIAIIHH:

1. Visyuenue y4eGHOH THCLHIUTMHE OJUKHO BECTACH CHCTEMATHYECKH.

2. Tlocite H3ydeHus Kakoro-1ubo pasjiena o yueOHUKY KM KOHCIICKTHBIM MATCpHalIaM pe-
KOMEHJIyETCA TIO IIAMSATH BOCIPOU3BECTH OCHOBHEIC TePMHHBI, ONPEJIETICHAS, TIOHATHS PA3/Iea.

3. Ocoboe BHUMAHHE CIIETYeT Y/CTUTh BEINOIHEHUIO OTIETOB 1O [PAKTHICCKUM 3aHSTHAM
¥ MHAMBALYaTbHBIM KOMIUIEKCHBIM 3a1aHUAM Ha CaMOCTOSITEBHYIO PaboTy.

4. Besl TeMATHKA BOIIPOCOB, H3y4aeMbIX CaMOCTOATENBHO, 3a1aCTCi Ha NEKIHAX [Perno/asa-
renem. VIM e [AIOTCA HCTOUHHKH (B HEPBYIO 04Cpeih BHOBR M3aHHEBIE B TIEPHOAMEECKOH Hayd~
HOii uTepaType) At Golee AeTaNbHOrO IOHHMAHUA BOPOCOB, 03BYUEHHBIX Ha JICKIIHH.

[Ipu camMoCTOATENBHOM npopa6oTke Kypca 0bydatomuecs I0JDKHEL:

- IPOCMATPHBATh OCHOBHBIE OTPE/CICHHUSA 1 (axTel;



+ TIOBTOPUTDH SKKOHCHCKTHPOBaHHBIﬁ HA JIEKLMOHHOM 3aHATHH Marcpuail 1 JIOTIOJIHMTE €10 C

yIeTOM PEKOMEH/IOBAHHOH 110 JAHHOH TeMe JIMTepaTypbl;

- M3yYUTH PEKOMEHJIOBAHHYIO NATEPATypY, COCTaB/IATH TE3HCEL, AHHOTALME M KOHCIICKTDI
HauboIee BAXKHBIX MOMEHTOB;

. CAMOCTOSTEIBHO BEIMOJIHSATE 3a/IaHHA, AHATIOTHYHBIE TIPEUIATAEMBIM Ha 3aHATHAXS

. MCTIONB30BATH [T CaMOIIPOBEPKH MATEPHAILLL (por/Ia OLEHOYHEIX CPE/ICTB.

1. Meroanueckue yKasaHus NpH paGoTe HAJX KOHCIEKTOM JeKIHNH

B x0/i¢ JIEKIMOHHBIX 3aHATHH HEOGX0AMMO BECTH KOHCTIEKTUPOBAHME yueGHOrO MaTepuala. O6pa-
[[aTh BHUMAaHWE Ha KaTeropud, (OpMYJIMPOBKH, PACKPBIBAIOILHE coziepAKaHne TeX MM HHbIX ABJICHUH H
IpOLECCOB, Hay4HBIE BbIBOJBI H MpaKTHYeCKHe PEKOMEHALHH, [10JIOMKHTEIbHBIH OMBIT B OPATOPCKOM HC-
KyccTBe. JKenareapHO OCTABHTL B paGOUHX KOHCIIEKTAX MO, Ha KOTOPBIX JIEJIATh TIOMETKH M3 PEKOMEHA0-
BaHHOM JIMTEpaTypBl, JOTIONHSIONE MaTCpHATl TIpOCITyIIAHHON JEKINH, 8 TAKIKE rorepKuUBatoLue 0cobyio
BAKHOCTH TEX WIM WHBIX TCOPETHUCCKUX LHonosKeH!it. 3a/aBaTh NPENoJaBaTelio yTOUHAIOMHNE BOIIPOCHI C
LeJTBIO YSICHEHH: TEOPETHUYECKUX OJIO’KEHHMHM, pa3peieHHs CIIOPHBIX CHTYaLMH.

2. Merogu4yeckue yKasaHus 1o caMocTosTeabHO0M padore HAA H3YHAEMBIM MATepHAIOM
| IpH DOATr0TOBKE K Ja00paToOpHBIM 3AHATHIM

HauuHaTh HAJ0 C M3YYCHUs PEeKOMEHIOBAHHOM JIMTCPaTyphbI. Heo6x0uMMO MOMHHUTB, YTO Ha JIEKLHH
06BIMHO PacCMATpPHBAETCS HE BECh MaTephal, a TOJBKO ero ¥acTh., QcTanbHas ero 4acTh BOCTOJHACTCH B
npouecce CaMOCTOATENIbHOM paboThl. B CBA3H C 3TUM pabora ¢ peKOMEH/[0BaHHOH nuTepatypoi obs3aTeib-
4. OcoBoe BHUMAHKE TIPH 3TOM HEOOXOIMMO 06paTHTh Ha COJEPHKAHNE OCHOBHPIX [OIOYKEHHH 1 BBIBOZIOB,
oBbscHenHe ABICHAI U (GaKTOB, YACHEHHE IPAKTHUECKOTO NPUIOKEHHs PACCMATPUBAEMBIX TEOPETHYECKHUX
Bomnpocos. B nponecce 3Tol paboThl HEOOXOAMMO CTPEMUTECH MOHATL ¥ 3aNOMHUTH OCHOBHBIE MIOJIOKCHUSA
paccmMaTpuBaeMoro MaTepuana, NpUMepEL, HOSICHAFOLIHE €70, & TAKKe pasodpaThes B MIIKOCTPATUBHOM Ma-
tepuane. OQopMIATE OT4ETHI CICAYCT PYKOBOJCTBYSICh BHYTPEHHHMH HOPMaTHBHEIMH JOKyMEHTaMH
KuAT'Y.

3, MeToau4ecKHe yKa3aHH# M0 BBINOJHECHHIO pacqe'rﬂo-rpaqmqeckoi‘l paboTeI

Teoperuyeckas 4acTh pacueTHO-TpadHuecKoi paGOTHI BBIIOJIHAETCS O YCTAHOB/ICHHBIM TEMAM ¢ Hc-
OJIb30BAHMEM NPAKTUIECKIX MATCpHANOB. K Kaskioi Teme pacueTHO-rpaduueckoii paboTbl peKoMEHAyeT-
¢4l IPUMEPHBI TepedeHb y3/0BBIX BONPOCOB, CIHCOK Heo6x0UMOl TuTepaTypsl. Manaras Bonpockl TEMBL
crefyeT CTporo TPHACPKMUBATLCS THIAHA. PaGora He JOJDKHA MpEACTABIATH Nepeckas OTAE/IBHBIX [JaB
yueGHIKa HIH y1eGHOTO roco6us. HeoGX0MMMO M310KHTh COOCTBEHHBIE cooBpaskeHHs MO CYLIECTBY M3/1a-
raeMbIX BOMPOCOB, BHECTH CBOH INpPEUIOKCHH. OGHe MOTOKEHHS A0DKHBI GbITh IOAKPETUIEHBL U TOACHE-
Hbl KOHKPETHBIMU TIPHMEPaMH. Wanaraemplii MATEpHAT NIPH HEOOXOAUMOCTH CIIELYCT TPOHJLTIOCTPHPOBATE
TabiMLaMK, CXeMaMH, JuarpaMMamMH.

10 OnucaHHe MaTepHAJbHO-TEXHHYECKOI0 ofecrneyeHn s, He0OX0AUMOro AJIs  0Cy-
mecTBJIeHAs 00Pa30BATELHOTO NpoNecca 1o AECIUILIHHE (MOYJII0)

10.1 Yae6uo-1a6opaToproe 060pyA0BaAHUE

Tabmuua 6 — Iepederb 000pyIOBaHUA nabopaTopuu
naGoparopuss | Cisco packet Tracer,

314/3 |cereit m cu- | Kommbtoreps: ¢ OC Windows u
crem mepepaun | Linux.C KoMMmyTanuel nakeros — | Jlid MPOBEJCHHS SKCIIC-
pagopmamus | CKC FastEthernet, ¢ xoMmyTanuel | pUMEHTOB CO CIICIHAIIE-
kananoB — ATC Panasonic, Teine- | HbIM 06OpyI0BAaHHEM,
donHble JHHEM B a0OHEHTCKHC | H3YHCHU MEXaHU3MOB U
yerpoitcrsa, GNS3 KOMMYTaTOPSL: | CPEACTE 3amThHl HHPOP-
Dlink -20 wr, Cisco 10 wT, 3COM | Manuu. BBINOJIHEHHUS Ta-
3 mr wmapmpytusatopsl: Cisco 5 GopaTopHBIX PaboT.
t, Dlink 1 1T, CheckPoint Utm 2
mrT, TOYKH JOCTyIHa: TP Link,
TrendNet, Asus APM ¢ ycTaHOB-
nenHsM Snort, APM ¢ ycTaHos-
gennpiM WireShark, APM c ycra-




HOBJICHHBIM CPEACTBOM  AHAINM33
ceteporo Tpadduka AcTpa aHalHd-
3aTOPHI KaOe/pHBIX CeTell aHaln3a-
TOP ONTHIECKHI TECTEP-
peduexToMeTp CKC Tomnas
AR8200 (BOJIC), aHamm3aTop
TrendNet (UTP
VipNet Personal FireWall cucteMbl
RaIATH] OT YTEUKH JaHHBIX APM ¢
yCTaHOBneHHofI McAfee DLP,
APM ¢ yCTaHOBNEHHOH Secret Net
Studio 8 cmcTeMbl OOHAPYKCHHS
KOMTBIOTEPHBIX aTaK BEIIENCHHBIC
APM c ycrasoBierHOH Secret Net
Studio 8 COB 2 mr. CHCTEMEHI
yrmyOIeHHOH IPOBEPKH CETEBBIX
naketos: APM ¢ ycTaHOBICHHBIM
Snort, APM ¢ ycTaHOBJICHHBIM
WireShark,  Amammusa CETCBOIO
tpadduka AcTpa

MeKCeTeBble dKPaHbL:

CheckPoint Connectra, Cisco ASA
5505, IIYC KoHTHHEHT, Secret Net
Studio 8, Cisco PIX 2 mT

202/5 | mabopaTopusi
6e30MacHOCTH

cereit OBM

JInist poBeICHK IKCTIE-
PHMEHTOB €O CIICIHATb-
HBIM 000pYy/IOBaHKEM,
F3ydeHHEM MEXaHU3MOB
¥ CPEICTB 3AILHThI HH-
dopmanuu. BeioTHCHHA
1aGopaTOPHBIX paboT.

N

10.2 TexHuvecKHe H 21eKTPOHHbIE CPEACTEA 00y4eHHust

JleknmoHHbIE 3AHATHS

AyIMTOPHH JUIsl JIEKIHOHHBIX 3aHATHH YKOMIIIEKTOBAHbI MeOenpio B TEXHHIECKHMH Cpel-
crBaME 00yUEHHS, CIyKaIuMu AL npe/cTaBlIeHus yIeOHOH ur(popmaluy GOIBIIOH ayIHTOPAH
(HabOPEI JIEMOHCTPAIIMOHHOTO o6opyoBanns (IPOSKTOP, SKPail, KOMITBIOTEP/HOYTOYK), yaeOHO-
HarIAIEbIE Hoco0Hs, TEeMATHIECKHE WJITIOCTPAITHH).

JIaGopaTopHbie 3AHATHI

T mabopaTopHBIX 3aHATHN WCIOJIB3YeTCs ayIuTOpUsd Ne 202_, ocHameHHas obopyno-
BaHHeM, yKa3aHHEIM B Ta01L. §:

JIOMOHATEBHO HCIONB3YETCA naGopatopys 3alUIICHHBX ABTOMATH3MPOBAHHBIX CH-
ctem aymuropus Ne319 3 xopriyc, OCHaIICHHAA 8 TI9BM. KoMIUIEKT MyIbTHMEHIAHOTO oGopyao-
panust DALLAS LOCK 8.0-C 50197-9111-268 Ha 5 KIHECHTOB, CKAHEP-BC HITDI11.00606-01,
PerucTpalHoHHEIi HOMED: 3P2204-180334, KomauecTBo ip-aapecoB — 8, DALLAS LOCK 8.0-C
47488-9375-279 Ha 5 KIMEHTOB BK/IFOUasd LCHTP yIIpaBICHHS, Cxanep-BC 12/3 cnenmabHasd BCp-
cuist JuIsL yueGHBIX 3aBeAeHu, Secret Net Studio 8 13A6E7 na 10 KIMEHTOB BKJTFOUAsl LIEHTP YIIpaB-
nerws, KpurrrolIpo CSP (BKmouaet Kpuntollpo TLS) DU36X-K0000—00XKY-NXA3M-XXXXX,
Ideco Hardware Appliance — 10 3aperucTpHpOBAHHBIX [oJb30BaTeNen

CamocTosiTe/IbHast paboTa.

[loMemmenus Ul CaMOCTOATENHLHOH paboThl OCHAIICHBI KOMIBIOTEPHOH TEXHHKOH C BO3-
MOKHOCTHIO TIOKIoUenHs K cern «MuTepHe™ A JOCTYIOM K 3IEKTPOHHOH HH(OPMAILOHHO-
06pa3zoBaTeNbHOM Cpene KuAI'Y:

- ypramprbi 3an HTB KHAT'Y;

- KOMIIBIOTEpHBIE Kiacchl (aya. 311 xoprye Ne 5, ayzt. 205 xopmyc Ne 5, aya. 313 xopryc Ne

5).

11 Huble cBeACHUS



MeToau4uecKue peKOMEHAANIH 110 00yeHHI0 JTHI ¢ OTPAHHYICHHBIMH BO3MOKHOCTSIMH
30pOBEH H HHBAIH0B

OcBoenne MACIMIUTHHBL 00yJaiomiMUCA © OrpaHHYEeHHBIMA BO3IMOKHOCTAMH 3/I0POBBS
MOYKET OBITH OPraHK30BaHO KaK COBMECTHO C ApYTEME 00y9aionMMACs, Tak i B OT/IeIbHBIX TPYI-
nax. [IpemnonaraioTcs CUEnHaIbHbIE yenoBust Ui HOMYICHHA oGpazoBanHsA 00yJAIOMIUMHCA €
OrpaHHYEHHBIMH BO3MOKHOCTAMA 37I0pOBBA.

Hpo(beccopcxo-nenarormecmﬁ coctaB 3HAKOMHUTCS C [CHXO0JIOT0-(PI3HONOT HIECKHUMHU
0cOGeHHOCTAMH 00ydaloIuXcs HHBAIMLOB 1 JIAI ¢ OFPAHHYCHHBIMA BO3MOKHOCTAMH 3710POBbSL,
H/MBUTyaIbHBIMH [POrpaMMaMi pealuIHTAMK HHBATHIOB (mpu mamwau). [pu HeoOX0UMO-
CTH OCYIIECTBIIACTCS JOTIONHHTEIIbHAA TOJUIePIKKA TIPETIO/IaBaHMS THIOTOPAMH, [ICUXOJIOraMH, CO-
[MATBHBEIMHA PAGOTHEKAMH, IPOIICIIHMH HOATOTOBKY ACCHCTEHTAMH.

B COOTBETCTBHH C METOIMYCCKUMH peKoMeHIAlMAME MuroOprayku P® (yTB. 8 ampest
2014 r. N AK-44/058H) B Kypce MpeAnonaracres HCIIONB30BaTh COLHATbHO-AKTHBHBIC 1 pedex-
CHBHBIE METOIbI OOYUEHHUs, TEXHOTIOTHH COIMOKY/THTYPHOH peaCHIHTANHH C LEIBIO oKa3aHus 110-
MOIIH B YCTAHOBIECHHH HOTHOLCHHBIX MEKTHIHOCTHBIX OTHOIIEHHH C JAPyTHMH CTY/JEHTaMH, CO-
37aHAH KOM(OPTHOTO IICHXOJIOTHYECKOTO KTAMaTa B CTYIEHUECKOH IPyIIIe. ToxGop u pa3paboTia
yueGHBIX MaTEPHAIOB MPOU3BOMATCA C yueToM Mpe/locTaB/IeHHs MaTepuaia B pa3nudHBIX popmax:
ayIMabHOM, BE3YanbHOH, ¢ JICIIOIb30BAHAEM CTIELHATBHBIX TEXHIISCKHUX cpecTs B HHbOpMAIH-
OHHBIX CHCTEM.

Ocpoenne mucuummmnst damamu ¢ OB3 OCYIIECTBIACTCS C HCTOJIE30BANNCM cpencTe 00y-
qeHuMs OOMIEro W CIENMATbHOro Ha3HAuCHUS (IIepCOHAIBHOTO ¥ KOJIEKTHBHOTO HCIIOTB30BAHKA).
MaTepHalbHO-TeXHHIECKOE obeciieueHue IpeaycMaTpuBacT MpUCIIOCOOIICHIE ayMTOpHil K HYX-
nam ¢ OB3.

dopma TPOBEJICHHs ATTECTAllHK UL CTY[EHTOB-HHBAINIOB yCTAHABIUBACTICA C YIETOM
MHTMBUIYATBHBIX MCHXOQH3MIECKHX ocobennocTei. [ CTYJIEHTOB C OB3 mpexycMarpuBacTC:
nocrynHas popmMa IpeoCTaBICHHI 3a/[AHKH OIEHOUHBIX CPE/ICTB, & IMEHHO:

. B mevyaTHOH WM dIEKTPOHHOH (opme (4 U ¢ HAPYIICHHUAME OIOPHO-ABUTATEIBHOTO
anmapara);

. B euaTHOH (JOPME HIIH HIEKTPOHHOMH dopme ¢ yBeNHUCHHBIM mpudTOM M KOHTPACTHO-
CTHIO (15 UL ¢ HApyLWIEeHHAMHE CIIyXa, PeHH, 3peHus);

. METOJIOM YTEHHS ACCHCTEHTOM 3aJIaHHs BCITYX (1t 1LY ¢ HAPYLICHUAME 3pEHHSA).

CTyzeHTaM C MHBAIMIHOCTBIO yBE/IMYMBAETCA BpeMs HA IOATOTOBKY OTBETOB Ha KOH-
TposbHEIe BOmpockl. [l TaKuX CTYICHTOR IIpe/lycMaTpHBaeTCs I0CTYIHAL (popma TIpejIocTaBIIe-
HMs OTBETOB Ha 3aJaHus, a IMCHHO!

. IECHMEHHO Ha Gymare HIH Ha0OpOM OTBETOB Ha KoMITbEOTepe (JUIA JIUL{ ¢ HAPYIICHHAMA
cITyxa, Pedn);

. BHIGOPOM OTBETA M3 BO3MOXKHEIX BAPHAHTOB € JICIIONB30BAHUEM YCIYT acCHCTeHTa (A
JIHIL ¢ HApYIIEHHAME OTOPHO-BAraTeIbHOro anmnapara);

+ CTHO (JUIst JMI[ ¢ HAPYLICHUAMH SPCHIL, OTIOPHO-ABHTaTEIEHOTO anmapara).

ITpu HEOOXOMMEMOCTH i 06yuarompXcs ¢ MHBATHAHOCTELIO [poLeLypa OLCHHBAHUS Pe-
3y/IbTATOB 00YYEHHs MOXKET IIPOBOJIATLCA B HECKOJIBKO 2TalloB.



Tpunoxenne 1

®OH)I OIIEHOYHBIX CPEJCTB!
no uucunnmme

CeTH M cHCTEMbI nepeaatiu pHpOpMANHH

- —
1 B maHHOM npuno;xe}mu HpelICTaBJ'[CHBI T
HOYHBIX CPELCTB, BKH!O‘{alOU.II/If;I BCE BapHhaH
npearacMbIx oﬁyqaxomemycx, XpaHUATCA Ha K

HIIOBBIE OIEHOYHBIE CPEICTBA. [ToJHBIH KOMIIIEKT OLe-
151 3a0aHHH (TECTOB, KOHTPOJIBHBIX pabot ¥ 7Ip.),
adenpe B GyMaKHOM 1 HIIEKTPOHHOM BHJIE.



1 Ilepeuenn NIAHHPYEMBIX pe3yIbTATOB 00y eHHs 10 HCHEILIAHE (MOXYJTI0),
COOTHECEHHBIX ¢ IVIAHHPY eMbIMH pesyabTaTaMi o6pasoBaTe/bHOI HpOrpaMMBbl

Ta6muama 1 — KomneTeHIHl | MIaHApYeMbIE pe3yIbTarhl 0GyueHs MO AUCIHAILIHHEE

Ta6mana 1 — KommeTeHIHH 1 [TAHHPYEMBIE Pe3yTbTaThbl oGyueHH s TI0 AHCIUIUTHHE

[InaHupyeMple pe3y IbTaThl
0O yueHHA IO JMCLHHIIIIHE

Kop n HAMMEHOBAHHC VapukaTopel JIOCTVIKCHMA

KOMIETSHIIHH

O6uenpohecCHOHAIBHBIE

3maeT TeKyliee COCTOSAHHC U
TeHJICHIIMH Pa3sBUTHIL cetell H
cucTeM Tepeadn HEdopMarii

OIK-9  CnocoGeH
pemarp 3ajad TPO-
Q)eccuoﬂanbnoﬁ nes-
TENBHOCTH C YUETOM
TeKyLIero COCTOSHHS
M TeHAEHIMH pa3BU-
Tus  wH(GOpMAIKMOH-
HBIX TeXHOJIOTHH,
CpeacTB TeXHAIECKON
samuTel  MHpOpPMA-
1pn, ceTeil u CHCTEM
nepemaun  HHGpOpMA-
u

OIIK-9.1 3naet TeKylIee cOCTOA
Hue W TeHJCHIHH pasBATHA HMH-
(opManHOHHBIX TEXHOJIOTHH,
CpELCTB TeXHUYeCKoH  3allAThl
uHpOpMALHH, ceTel M CHCTEM
nepen@adH HHPOPMALII; TOPSLIOK
opraEmsanui padoT 110 TeXHHUE~
CKOM 3amInTe Kombuneﬂnnanmoﬁ
pHpOpMAlH H o0beKTax WH-
hopmaTH3ALIH
OIIK-9.2 VYwmeer IUIQHUPOBATE,
OpraHu3oBbIBaTh 1 KOHTPOJIHMPO-
BaTh BBIIOJIHCHHC MeponpuATHii
10 TEXHHYECKOH 3allinTe uudop-
Mal{#

VneeT [UTaHKPOBaTh, OPraHu3o-
BLIBATH ¥ KOHTPOJIMPOBATh BbI-
[OHEHHe  MepompusATHil IO
TeXHUYECKOH 3allHTe uadop-
MAIlM| B CETSX H CHCTEMax Ie-
neiadH HHpOpMAaIiH

BrajeeT MeTOJaMi MPOCKTAPO=
BaHHs ¥ HABBIKAMK DKCIUTyaTa-
K ceTell | CHCTEM neperaIn
pHbOpMalMy TPY peLieHHH 3a-
mad npocbeccuouanbﬂoﬁ nest-
TeNBHOCTH

OIIK-9.3  Bumazaeer MeTOoaMH
IPOEKTHPOBAHUA M HaBBIKAMU
SKCILTyaTalHH CHCTEM H ceteit
nepenaun MHGOpMALMH IIPH pe-
MIeHHH 3319 nipodeccHOHANBHOH
[eATENBHOCTH; HABBIKaMH  HPH-
MEHEHHS COBPEMEHHBIX armapar-
HBIX YCTPOMCTB 3alllHTBI undop-
MalEe M CHCTEM Lepefadn HH-
(hopMaIi

Ta6mua 2 — [TacnopT GonAa OLUEHOTHBIX CPenCTB

Kon xon- | Hammeno-

Kontpoaupyembie TPOJHPY- BaHHe
pasaebl (TemMbI) emoid ONEHOYHO- IlokazaTeau OUCHKH
AUCHUILIAHDI KOMIIe- ro
TEHUUH cpeacTBa

3HaTh KIACCH CETCH H ip
ajpecaruio.

1. OcHOBHBIC MOHSTAS TEOPHHU CE-
teii. CTeK MPOTOKOIIOB TCP/IP

3HaTh MeXaHU3Mbl HACTPOH-
xu vlan ¥ MapHipyTH3aliHl

2. KomMyrauus ¥ MapuipyTH3a-
1. Cetn KOMMyTauPlPI ITaKETOB,
KaHaJloB

JlaGopa-
OIIK-9 TopHasd pa-

6ota 3,4,5
Haa pabora

VMeTh IPOCKTHPOBATh CETH
MAaJIBIX IOJT nazacseHuUi

Pasmen 1 u 2




VmeTh KOMOMHHPOBATH ME-
TOZBI pasrpaHutenus u cer-
MEHTAIUK CETCH
VMeTh TMPOEKTHPOBATH CH-
cTeMy 3alMTHI ceTed mTaT-
HBIMH CPEJICTBAMU

JlaGopa-

TopHasd pa-
6ota 6,7
JlaGopa-
TopHas pa-
Gora 8,9.10

3. QpraHu3als 4 TEXHONIOr|s 110
cTpoeHus ceTel CBA3NU

4. DMyJIATOPBL U CEMYIATOPEL CE-
TeBoro 00opyAOBaHUs

Pazmen 3 m 4

l'IpOMexcy'rquaﬂ arTecTalus B IATOM cemecTpe HpOBO,IIPITCS[ B

[ecToM ceMectpe B (popMe SK3aMEHa.

2  MeroauyecKne MaTepHabl, onpee sioIEe NPOHEypbl OIeHMBAHMS SHAHMI,
yMeHHil, HABBIKOB H (M1H) ONBITA ACHTETLHOCTH, XapaKTepH3yIoIIue nponecc
¢popmMupoBaHHus KOMIeETeHIH

MeToaauecKue MaTepHabl, OMPE/C/IIONHE IIPOLE/yPBl OLCHHBAHMA 3HaHHH, YMEHHH,
HABBIKOB H (WJIH) OIBITAa ACATENBHOCTH, [Ipe/ICTABIIEHB! B BHJIC TeXHOJOrHYeCKOl KapThl THCIH-
mmmEs! (Tabumna 3).

Ta6muia 3 — Texgomornyeckas Kkapra

HaumeHOBaHKE
Cpoxu [ITkana ome- Kpurepuu
OLIEHOYHOTO
BEITIOJTHEHUS HUBAHUSA OIIEHUBAHHS
cpescTBa

5 cemecTp
TIpomexyToyHas aTTecTalii B dopme 3aueTa C OLIeHKOM
1 | JJaboparopHBIE B tcuenme ce- | 50 Gamios 10 6amioB - CTYJEHT IpaBHILHO
paborsi(10  Gan- | MECTPA BBITOIHE TPAKTHIECKOE 3a[aHHE.
710B 3a paboTy) [loka3ai OTIMUHBIEC 3HAHKA B paM-
Kax OCBOEHHOTrO ydeOHOro MaTepH-
ana.
8 GamiOB - CTYIEHT BBITIOIHHI
IPAKTAYECKOE 3alaHne C 1ebob-
muME HetounocTsmu, [Tokasai xo-
polHe 3HAHWA B pamMKax OCBOCH-
Horo yyeOGHOro Marepuasa.

6 6GamioB - CTYAEHT BBITOIHII
[IpaKTHYecKoe 3ajanue ¢ Cyle-
cTBeHHbIMH HetounocTAMH. [loka-
3aJ1 Y/IOBIETBOPHTE/IbHbIC 3HAHMUA B
paMKax OCBOGHHOTO yueGHOTO Ma-
TepHasa.

3 Gajia - IpH BBHITONHEHHH MPaK-
THYECKOTO 3aJaHus CTYAEHT IIpo-
JIEMOHCTPHPOBAIL HELOCTATOUHBIH
yPOBEHb 3HAHUIL.

0 6a/UI0B - 3a/laHHE He BBIMOTHCHO.
10 6auUIOB - CTYAEHT MNPaBHIBHO
BBIITOJTHEUL TTPAKTHIECKOE 3a/aHHC.
Tlokazaj OTJIMYHBIE 3HAHHA B paM-
Kax OCBOEHHOro y4eOHOro MarepH-
aja.

8 GawioB - CTYIEHT BBIIOIHWI
IIPaKTHYECKOe 3alaHue C ueboIb-
My HeTognocTamu. [Tokasal Xo-
pomue 3HaHWA B pamKax OCBOCH-
Horo yueGHOro MaTepuad.

2 | Kourpomsnas pa- | B xomme ce- 10 GamnnoB
6oTa MecTpa




HavMeHOBaHHE
OIIEHOYHOTO

Kpurepuu
OIEHHBAHAS

IIIkana owe-
HHBAHUS

Cpoku
BBITIOTHEHUA

G GaioB - CTYJEHT BBIIONHII
[paKTHYEeCKOe 3ajaHue ¢ cyme-
CTBEHHBIMH HETOYHOCTAMH. [loxa-
321 YIOBJIETBOPHTEIIBHEIC SHAMHA B
paMKax OCBOCHHOIO yueGHOTO Ma-
TepHaa.

3 Ganna - Py BEITOTHEHUH MpaK-
THUECKOTO 3ajl@Hus CTY/EHT Tpo-
TeMOHCTPUPOBAI HeI0CTaTOTHBI
ypOBEHB 3HaHui.

0 GayLToB - 3aJaHHE HE BRIOTHCHO.

KpuTepHH OLEHKH PE3YIHTATOB 0GydeH s 110 JUCIMILIIHES:
0 — 64 % or MaKCHMalbHO BO3MOYKHOM  CYMMBI GaIoB — «HEYI0BJICTBOPHTEBHOY
(HeZOCTATOUHBIA yPOBEHB L TIPOMEKYTOUHOH aTTECTALHH 110 JIACIUIUITHHE);

65 — 74 % OT MaKCHMalbHO BO3MOXKHOI CYMMBI OaloB — «yI0BJIETBOPUTEILHOY
(TOpOTOBBI (MHHEMATTBHBII) yPOBEHD);

75 — 84 % oT MakCUMaJlbHO BO3MOXKHOMN CyMMBI G&JLIOB — «XOPOIIO» (cpenunit ypOBEHb);

85 — 100 % oT MakCHMaJIbHO BO3MOYKHON CyMMBI Ga/IIOB — KOTIHIHO» (BBICOKHI (MaKCHMAIIb-

HauMeHOBaHUE
OIIEHOYHOTO
cpelcTBa

[[Ixana one-
HUBaHUS

Kputepun
OLIEHUBAHUS

Cpoku
BBIIIOTTHEHHA

6 cemecTp
TIpoMe)xyTOYHas aTTeCTallls B (opme FK3aMEHA

B tecucnume ce- | 50 Gamnos 10 GawioB - CTYIEHT IPABHJIBHO
Mectpa BLIIOHI [[PAKTHIECKOE 3aJaHHe.

[Mokasal OTIMYHBIE 3HAHWA B paM-

Kax OCBOEHHOTO Y4eOHOTO MaTepH-
ana.
§ GaWwioB - CTYAEHT BBIIOIHHI
MPaKTHYECKOE 3alaHuc ¢ HeOoIb-
mave BerounocTsiva. [lokasal xo-
poiie 3HaHWA B paMmKax OCBOCH-
HOro yueGHOro MaTepuana.

JIaGopaTOpHEIE
paGotsi(10  Gan-
7I0B 3a paboTy)

6 GawioB - CTYJICHT BBINOIHAT
TpaKTHYecKoe 3ajaHue ¢ Cyle-
cTReHHBIMH HeTouHoCTAMA. TToKa-
3a71 y/IOBIETBOPHTE/IHAIE 3HAHUA B
paMKax OCBOCHHOTO yueGHOro Ma-
TepHuana.

3 Gamia - NpH BHIOIHEHAX TIpak-
THYECKOTO 3aJaHus CTYHCHT IIpo-
JIeMOHCTPHPOBAL HeIOCTATOUHBIH
YPOBEHB 3HAHHH.

0 6aJLI0B - 3a/laHie He BHIIOJIHCHO.
10 6amioB - CTYIEHT NPaBHILHO
BBITIONHAN IIPAKTHIECKOE 3afaHHe.
[Tokasan OTMMYHEIE 3HAHMA B paM-
Kax OCBOGHHOTO yd4eOHOro MarepH-
ana.

8§ OaUIOB - CTYIEHT BbIIOIHHI
NpaKTHIECKOe 3a]aHHC C 1eboIb-
muME HeTogHocTsMHE. [ToKasal Xo-

B xomme ce-| 10 0amioB

MecTpa

2 | KonrpomnpHas pa-







HaumeHOBaHHE
OIEHOTHOI'O
cpelcTBa

Kpurepun
OLIEHUBAHU

1Ikana oLe-
HUBaHUSA

Cpoku
BBITIOJTHEHHS

B paMKaX OCBOEHHOTO y4eOHOTO
matepuana. OTBETHI HA GOJIBIIHH-
CTRO JIOTIOJTHATEIILHBIX BOTIPOCOB.

5 GasIoB - CTYJEHT BBIIOI-
HHJI TIPAKTHYECKOE 3a/aHKE ounera
C CyIIecTBEHHBIMH HETOUHOCTAMIL
[Toka3an y/I0BIETBOPHTEILHBIC
yMeHHS B PaMKax OCBOEHHOT'O
y4eGHOTO MaTepHana. Ipu oTBETAX
HA JOHOTHHTENBHbIC BOIPOCH! Obl-
710 JOIYIIEHO MHOIO HETOUYHOCTEH.

0 6amioB - TpH BLITOTHC-
HUY TIPAKTHYECKOTO 3ayatis Oune-
Ta CTYJEHT MpOJEMOHCTPHPOBAL
HEeIOCTATOYHBIH YPOBCHD yMEHHH.
IIpu OTBeTax Ha JOMOJNHHTE/ILHEIC
BOIPOCH! OBLTO JIOMYIIEHO MHOIKE-
CTBO HEIPABH/JIbHBIX OTBETOB.

Swcien | ssouo]

OaioB

KpurepH OIEHKH PE3yJIbTaTOB 00ydeHns 110 JHCIHIUIMHE:

0 — 64 % OT MaKCHMAJIBHO BO3MOYKHOH CymMmbl 0amioB — «HEYIOBIETBOPHTEIBHOY
(HemOCTAaTOUHBIH YPOBEHb LI IPOMESKYTOYHOH aTTecTalu 1o IACIHATUIAHE);
65 — 74 % oOT MaKCHMaIbHO BO3MOYKHOH CcymMMBl OammoB — «yIOBIETBOPHUTEILHO

(moporoBbIi (Mnuumanbﬂmﬁ) YPOBEHD);
75 — 84 % 0oT MaKCHMaJIBHO BO3MOIKHOM CYyMMBI GANIOB — «XOPOLIOY (cpesEuii ypOBEHB);
85 — 100 % oT MaKkCHUMaJIbHO BO3MOIKHOH CyMMBI GaJLIOB — «OTIHIHO? (BBICOKHH (MaKCHMAaIb-

3 TrnooBbie KOHTPOIbHbIE 32/[AHMA HIH HHBIE MaTepHAJIbl, He00X0MMbIe AJTH OUCH-
KN 3HAHHI, yMeHHil, HABBIKOB H (mu1A) ONBITA AEATEILHOCTH, XapaKrepHu3ylomue
npouecc popMHPOBAHHS KOMIIETeHIIHIl B X0/1¢ OCBOCHHUS 00pa3oBaTeIbHOI Npo-
rpamMmbl

3.1 3aganus A TeKYIero KOHTpoIs ycneBaeMoCTH
Oruers! 1O J1aGOpaTOPHBIM padoTaM i KOHTPOJIBHBIM HEOGXOUMO oOpMHTB B COOTBET-
crBuu ¢ PIT ®T'BOY BO KuaAT'Y «TexcToBBIE CTYJEHUCCKHE paboThI».

JlaGopaTopHas paboTa 1
B xo/ie BHINOIHEHHs 1aGOpaTopHO paGoTHI CTyIEHTAM TpeaaraeTes IIPOJIEMOHCTPUPOBATD YME-
ame oBxmMaTh BUTYIO mapy. 1o pesynpTaTaM 11aGopaTopHOi paboTHl HeoGX0JUMO COCTABHUTH OT-
qeT B KOTOPOM NPHBECTH TEOPETHICCKAE cpesienus U Gororpaduu Xona paboTsl.

JlaGoparopHas padora 2

B xozie maHHO#M n1a6opaTOPHOR paboTHI CTY/IEHTaM HEeoOX0IUMO 03HAKOMHUTHCH € 9TAIOHHOMK MOJIE-
npro OSI, pasMecTHTh B IPAaBUTLHOM IOPSZIKE YPOBHH, MOZCIHHIO TCP/IP, npaBUJIBHO yKas3aTb
«pACIIMHOBKY» KOHHEKTOPa 1j-45, TpaBUIBHO 331aTh crpykrypy (pefiva Ethernet, Ethernet ¢
802.11Q, IPv4. HavanpHoe 3a7aHue 10 BapuaHTaM BBIIACTCS Ha naboparoproif. Tax xe Heobxo-
Mo TI0 BeITaHHOMY [P M Macke onpeeiiTh napameTpsl ceTH. s JByX ceTell ompeseNuTh arpe-
[HpOBAHHYIO CETh, BEPHO CETMEHTHPOBATE BBUIAHHYIO TPEHOABaTeNeM CCThb. B co0TBETCTBHH C
BBIIAHHOM IperoiaBaTeieM cXeMoH MapIIpyTH3aIHH ONPEIEIHTD RIP mapmpyT.



JIaGopaTopHas paGora 3

B xo[e JaHHOH 11aGopaTOPHOK paboTsl CTyACHTAM HEOGXOMMO O3HAKOMHATECA ¢ CTpYKTYpOi TCP
i UDP. HauansHoe 3a71aHHC 110 BapHUAHTAM BbIAACTCHA Ha TabopaTOPHOM.

BBIIOIHATE 33/1aHHE

Be6-cepsep 11S

v cranoputs IS Ha Windows.

Pa3BepHYTh craridecKyii CaiT Ha 118

TIpoBepHTh paﬁorocnoco6ﬂocu caifTa

Be6-xmeHT Opay3ep

OTKpBITh MHCTPYMCHTEL paspaboTynKa B Gpay3sepe.

BrInOMHUTE KOpPEKTHBIH GET 3ampoc K TIPOH3BONIBHOMY caifty, paboTaromeMy Ha IPOTOKOIIC
HTTP/1.1, yepe3 Opaysep, [poaHanH3HpoBaTh [ONy4eHHYIO uHhOpMALHIO BO sxanke "Network"
(anm €& aHayIore) B MHCTpyMEHTAX paspaboTarKa

BLITOIHATE KOPPEKTHBIA POST 3ampoc K TpOH3BOJBHOMY caiity, paboTaroIeMy Ha [POTOKOJC
HTTP/1.1, uepes Gpaysep. [poaHaI3ApoBaTH TOJTy4EHHYIO uH(popMaLHIo BO pnanke «Network»
(unm €€ aHAIore) B HHCTPYMEHTAX paspaboTiuKa.

Be6-xmmeHT postman

(CxagaTh M yCTAHOBHUTB Postman

Co3/1aTh HOBYIO KOJUIEKIMIO B Postman /T NPOM3BOTIBHOTO caitTa, pabOTAIONIETO Ha TPOTOKOJIE
HTTP/1.1

Co3narh ¥ BBIMONHUTE KOpPEKTHBIH GET sanpoc B Postman K IPOH3BOJILHOMY caiiTy, paboTaro-
jeMy Ha IPOTOKOJIE HTTP/1.1.

Co31aTh H BHINOJHATE KOpPEKTHBIA POST 3ampoc B Postman K MPOU3BOIEHOMY caiity, paboTato-
meMy Ha IPOTOKONE HTTP/1.1.

CaiiTe! JU18 3a11pOCcoB OIpeesoTCs [PENOaaBaTe/IeM.

JIaGopaTopHas paGora 4
BLINOJHATE 3aJaHUE II0 TaGAIAM

Ne HassaHue Jaganne

yCTaHOBHTD 11S, ¢ BO3MOXKHOCTEIO pasBopadHBaTh

Cxauars (aitn ¢ FTP-cepsepa gepe3s Putty.

J{OTOJIHUTENBHBIC 3
Ha3zpanue

JagaHHe



Cxewma B Cisco Packet Cobpath cxeMy B Cisco Packet Tracer coracio pHCYHKY 1.

Tracer

BaszoBas HACTPOHKA TIposectH 6a30BYI0 HACTPOIKY MapuIpyTH3aTOpOB.

Mapmpmia'ropOB

HactpouTs naTEpHEHCH MapILLpyTH3aTOPOB COTJIACHO PH-

cyHKy 1.

Hacrpoiika unrepdeit-

HacTpouTh CTATHIECKYIO MapLIpyTH3alHIo HA MapLIpy TH32-

TOpax.

Hacrpoiika MapmpyT1sa-

Ha mapiupyTH3aTope R1 nactpouts DHCP cepsep, BBI-
natomduit [Pv4-anpec, Macky, motio3 B DNS [y CeTH
192.168.1.0/24. Ackmo4nTh TiepBble [ATH aJPecoB 13
BBLIAYH.

Hacrpoiika DHCP na
MapIpyTH3aTopax

Ha mapiupyTH3aTope R1 nacrpours DHCP cepeep, BBI-
JAromui [Pv4-apec, MacKy, WIEO3 1 DNS juist ceT!
192.168.2.0/24. VICKIIFOUHTS IICPBLIC TpH aapeca U3 Bbl-

a4,

3 | Ha MapmipyTu3aTope R2 nacrpouts DHCP Relay, na
RI1.
Hacrpourts Bee PC 1 LT Ha nonydeHne CeTeBbIX HaCTPOCK
ABTOMATHYECKIL, 4epe3 IPOTOKOT DHCP.

Hactpolika y310B

Ha PC u LT uepe3 yTHIHUTY «ping» MPOBEPHTE paboto-
CIIOCOOHOCTE CETH.

IIpoBepKa paboTOCIIO-
CcOOHOCTH

ceTH
GpasuTh BbIIABACMbIC agpeca DHCP cepse-

192.168.2.0/24
192.168.1.0/24 P \

Gan G0
PC1 swi Ri
- - #
e P
/ -

JlaGopaTopHast pabora 5
BHIMOMHUTH 38JaHie COTIACHO Ta0JIHLE

H
11/ I

1 Vrwmra | 1
=D

Jaganue

HayumThesl CIOJIb30BATE YTHIHTY nslookup.




[Tony4uuThb BCE DNS 3anuca 0 JOMEHES «knastu.ru» gepes nslookup.

[Ipoananu3upoBaTh [10JTy e HHBIE IAHHBIC.

TTomy4uTh TOMBKO [Pv4 agpec oMeHa «knastu.ru» 4epes nslookup.
[Tpoanaiu3upoBaTh [T0JTyYCHHEIE JIAHHBIC.

Tloy9uTh TOJIBKO anpeca [OYTOBBIX CEPBEPOB OMEHA «mail.ru» ue-

pe3 nslookup. ITpoaHanu3upoBaTh [OJyYeHHbIC JAHHbIC.

TTomy4nTh TOIBKO 1Py6 ampec 0MeHa «yandex.ruy» 4epe3 nslookup.
[IpoaHanu3upoBaTh OTyYEeHHBIE JAHHEIC.

Daitn hosts | 1 | M3yuure daitn B OC Windows

«C:\Windows\SystemB2\c1rivers\etc\hosts>> WJIH €ro aHalior B Jpyroi
oC.
OrpeakTupyHTe (aitna «C:\Windows\System3’2\drivers\etc\hosts » B
OC Windows #iH €ro apanor B npyroii OC, Tax 4yTOOBL Ha 3aMpoc B
Opaysepe K «Davumus. 1O » (mepBoie GyKBBI M3 HMEHH 1 oT4ecTBa CO-
OTBETCTBYET JIOMEHY BEPXHETO ypoBHs, a haMuIud ZIOMEHY BTOPOro
YpOBHS, HAPUMED, TIOMEHHOE MM «abedefg.ia»), OTKPBIBAICH caiiT
«knastu.ru»

JloronHHTENbHBIE 3aAHMA
Haszeanue

[ &

3apanne

TMourossiit cepsep | 1 Tlomyuuts [P-anpec 1o4TOBOr0 ceppepa «knastu.ruy.

«knastu.ru»

OTrpaBuTh MHCHMO 4EpPes Putty BCIIOJB3YHL [OYTOBBIH Cep-

Bep «knastu.ru». TpeGoBanus K IUCHMY:

¢ Ajipec OTIIPABATEILA «fet@knastu.ruy.
« Asipeca Ha3HAICHHA «®1O npenonanarens@gmail.com».
« B 3aro0BKe MACHMA yKa3aTh HOMED rpyIIBL.

» B Tese mucbMa yKasarb dUO.

TTosyunts [P-ajpec mo4TOBOrO cepsepa «mail.ruy.

TIo4TOBEIH CEPBEP
«mail.ruy

OrnpaBHTh MMCHMO TEPe3 Putty ucmonb3ys TIOYTOBBIH CEP-

pep «mail.ru». TpeboBanysi K THCEMY:

. Anpec OTOpaBUTEIA «smtp_cool_Ne@knastu.ru» (Ne -
HOMep BapHaHTa).

. Aznpeca Ha3HAICHUA «®HWO npenojapaTe-
as@mail.ru».

. B 3arooBKe IMEChMa yka3aTk HOMEP TpYIIIEL

azats OUO.

B Tesie mucbMa yK

JIaGopaTopHas pabora 6

Boigeaenue IP aapeca
Bawm Brifaercs IP-azapec ucxonsoit cetd A, Fcnonb3ys cxeMy CeTH, IpHBEJCH-
HYyIO Ha PACYHKE, a TalKe nH(OPMAIIHIO O KOJHYECTBE KOMITBIOTEPOB B OTICTAX



IpeTpUsI T (Tabnuua), pasbeiire CeTh Ha COOTBETCTBYIOIIEE KONUIECTBO MOJICe-
reit. PasbHeHue JIODKHO OBITH ONTHMAIBHBIM, TO ecTh He CcieiyeT HCIob30BaTh
JUIst OT/IeNa NIOJCETh, eCiH 0CTaTOTHO Gy/ieT [OJNOBUHBI IIO/ICETH. B oTuere Ipu-
BEJIMTE!
1. cXeMy CETH C IOJIMMCAHHBIMH IIONCCTAMHU
2. mapameTphl KaXIO0H MONCCTH:
ajipec ceTH (B IBOUYHOM A JECATHIHOM BHUJE),
npeQuKc;
Macka (B JBOMYHOM U JICATHIHOM BUIIE);
MIEPOKOBEATEIbHBIA a/[pec
ajipec IUIH033,;
MaKCHMaJbHOE KOJIUYECTBO XOCTOB;
KOJIAYECTBO HEHCIIONb3yEeMBIX aipecoB XOCTOB.

a.
b.
o
d.
&
f.
g.

e PCS
Puc. Cxema ceTH IpelIpraThs

BapuaHTh! 331aHU#H

Ne HcxonHas ceTh KouuecTBO KOMIBIOTEPOB B OTICTAX
A b B

1 35.178.0.0 /16 3750 6793 1702
2 119.7.50.0 /23 7 9 27
3 39.222.98.0 /23 8 5 18
4 88.26.252.0 /23 30 9 46
5 81.106.216.0 /21 48 120 249
6 7.50.168.0 /19 267 176 678
7 89.161.32.0 /19 311 246 806
8 126.61.64.0 /23 8 61 17
9 36.126.96.0 /19 311 696 226
10 28.54.66.0 /19 957 153 274
11 67.253.6.0 /16 3656 1165 5086




12 77.76.0.0 /18 338 830 1403
13 5.63.668.0 /21 119 61 226
14 85.123.62.0 /21 189 51 72
15 72.246.3.0 /25 12 7 3
16 87.236.68.0 /22 26 45 71
17 46.46.64.0 /18 384 1535 675
18 57.216.86.0 /23 63 9 21
19 74.30.128.0 /19 346 179 732
20 88.61.128.6 /20 366 717 130

Jla6opaTopnas padora 7
3amycTuTe Cpely MOESTUPOBAHHA Cisco packet tracer. O3HaKOMBTECE € emé uH-
tepeticoM. JloMyCcKaeTcs HCIIOIL30BATE ajpeca, pacCYHTAHHBIC B [IEPBOM 3a/1a-
HUH.
Cxondurypupyire, B cpeae MOJIE/IIPOBAHUS, CETh CO CTATUYECKON MapImipyTH-
3arpeil, cOracHo BapHaHTa 3aJaHus. OGparuTte BHUMaHHE HA MCIOJL3YEMBIC
THIBI Kabeneil 1 MojieNy 000pyA0BaHUA (HOMepa CeTeBBIX uHTEpdericoB, KOTO-
peiME BBl COETHHUTE oGopyI0BaHKE 3HAYEHUE HE pMeroT). MapIupyTH3aTOPBL
¥ KOMMYTATOpPbl BO3MOXKHO 3aMEHHThL Ha coOTBeTCTBYyIOIIee 00OpY/I0BaHNE
dupmsr Cisco.
1. CoxpaHATe HACTPOHKH CETCBBIX yCTpPOMCTB B MX 3HEproHe3aBUCHMOK
naMaTh. JUts MaplupyTH3aTOPOB, COSIMHAIOMIMX OCHOBHOM U HOIIOJIHUTEIIb-
HEIH O(HCHI COXPAHUTE KOHQUIYPaLHio B oT/eNbHbIe (HaiibL.
2. HacTpoiiTe cTaTHYECKYIO MAPLIPYTH3AIMIO B CeTH II0 TPEM BapHaHTaM:
1. PeKypCHBHO CTATHHECKas MApIIPyTH3ALM IO BCEH CeTH;
2. TIpsmast cTaTHYecKas MapuIpy TH3ALHA 110 BCEH CETH;
3. KoMOMHHMpOBAHHAs CTaTHYECKas MapIIpPy TU3ALs 110 BCell ceTH;
3. Co3aaiiTe ClieHapUid POBEPKH paboTOCIIOCOOHOCTH CETH, B KOTOPOM
HeoGXOIMMO IPOBEPHTD IIepeiady CleIy OIINX NAHHbIX:
a. ping OT KOMIIBIOTEPA PC1 B rimaBHOM OdHCE 10 KOMIBIOTEPA PC2 B
JOMIOTHUTEBHOM O(HCe;
b. ping OT KOMIIBIOTEPA PCO B rmaBHOM oduce 10 cepBepa Server0 B
TIaBHOM KOpPITyCe;
¢c. ping OT KOMITBIOTEPA PC2 B raBHOM oduce s1o cepsepa Server2 B
[IOTIOTHUTENBHOM OrCe;
4. TlpoBenwTe CHMYJISLHIO Iepe/iatii NaKETOB HO ceTH U opoOHO e€ mpo-
KOMMEHTHPYHTE.
5. C mOMOIIbI0 KOMaH B! tracert TOCMOTPUTE MapIIpyThl IaKeTOB 1 OMUIIKATE
uX.
6. TlpencraBbTe HACTPONKH BCEX POYTEPOB B dopmare CLI u B popmare
SKpAHHBIX (OPM.
7. TlpencTapbTe TabIALBI MAPLIPY TH3ALMH TTO BCEM pOyTepaM BCEeX TUIIOB.
8. IIpemcraBbTe TAOIMIIBI ARP.




3 Ha KOMMyTaTOpaXx OT/ENOB MPOBECTH HavaJbHYI0 HACTPOHKY:
e VYCTaHOBUTH 11ap0oJIb HA KOHCOINBHBIHA BXOI Ha BCEX KOMMYTaTOpax.
e VCTAHOBHTH [APOJTH M OPraHKU30BaTh BXOJ TOIBKO yepes telnet — Ha OJTHOM
KOMMYTaTOope.
e Y CTaHOBUTH MAPOJIb, MM IOJIE30BATENIA U OpraHK30BaTh BXOJ TOJIBKO €~
pe3 SSH — Ha BTOPOM KOMMYTaTope.
e Ha TpeTheM KOMMYTATOpPe OpraHU30BaTh BXOJ B YCTPOMCTBO KaK 1epe3
telnet, Tak u uepe3 SSH.
e Ha BCeX KOMMYTATOpax yCTaHOBUTH MapoIb Ha BXO B IIPUBATIErHPOBAHHBIH
pexum paboThl.
e COXpaHWTh HACTPOHKH YCTPOHCTB.
4.  Bpmonauth Tect Ha PING B cO3/aHHBIX oTHenax.
Jlanee mpHBeACHbl CXEMBI ceTell TI0 OIHOM Ha BapHaHT.
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BapuaHThl AHIUBHAYAIBHBIX 3ajaHu#
Ta6nuua — IP mapsl, MEXILY KOTOPBIMH CIEAYET NIPOBECTH HACTPOMKY, POBEPKY it
pccneI0BaHe cBsizei

L L
_ 192.168.3.3 192.168.34 192.168.13.4 192.168.23.6

192.168.3.4 192.168.3.5 192.168.13.7 192.168.25.3

— 192.168.3.5 192.168.3.6 192.168.13.6 192.168.23.7
“ 192.168.3.6 192.168.3.7 192.168.15.4 192.168.23.4

— 192.168.3.3 192.168.3.7 192.168.13.7 192.168.25.5

192.168.5.3 192.168.3.6 192.168.15.4 192.168.23.4
“ 192.168.3.3 192.168.3.5
“ 192.168.3.3 192.168.34
“ [92.168.3.4 192.168.3.5
“ 192.168.5.4 192.168.3.6

192.168.3.4 192.168.3.7 192.168.5.3 192.168.15.4

“ 192.1683.5 192.168.3.6 192.168.5.5 192.168.13.7
“ 192.168.3.5 192.168.3.7 192.168.5.4 192.168.13.3
“ 192.168.3.6 192.168.3.7 192.168.5.3 192.168.15.5

JIaGopaTopnas paGora 8
Ha cxemax JIBYX 3anad, 3alaHHBIX 10 BapranTy, co31aTh yKa3aHHO® THICI0
VLAN © HACTPOUTb MK/ HUMM MapuIpyTH3aluto:

Howep Bapuaita
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JlaGopaTopuasn padora 9
ACL npoToKoJ 3alHThbI cereil

BapnaHTBI Nel-4
CosaiiTe CeTh, IPEACTABIEHHYIO Ha pHC.

12.0.0.2 13:0.0.2

ServerPT :
o fcomp3 : : A pC-PT
: s i 8 p compb

“Pc" “
comp4

11.0.0.4 14.0.0.4

11.0.0.2 : S 14,0.0.2
rouLtey Lan 14.0.0.0 i
Server-PT
s4

=,
PC-PT
comp?

Pric. CxeMa KOpTIOpaTHBHOH CETH.
KopriopaTHBHas CETb COCTONT ¥I3 UeTHIPEX CETeH:
cers 1 —11.0.0.0/8;
cets 2 — 12.0.0.0/8;
cers 3 — 13.0.0.0/8;
ceth 4 — 14.0.0.0/8.
B kaoil ceTH Ha cepBepe yCTaHOBICH Web caiT.
3amanue:
KoMmBIOTepy comp2 JOCTYIIHBI TOIBKO KOMITBEIOTEPBI CBOEH CETH 1 comp4.
KommbioTepy comp4 TOCTYIIHBI TOTIBKO KOMITBIOTEPBI CBOEH CETH 1 comp?2.
KommbioTepy comp8 A0CTYIHBI TOJLKO KOMITBEOTEPBI CBOEH CETH U compb.
KoMIproTepy comp6 HoCTYNHBI TONBKO KOMIIbIOTEPBI CBOEH CETH 1 comp?8.
TonbKo KoMmibroTepsl compl, comp3, comp> comp7 MOTyT OTKpbIBaTh BCE caii-
1 Ha cepBepax S1, S2, S3 u S4.



Bapuanr Ne5-9
Co3paiiTe CeTh, IPESICTABICHHYIO Ha PHC.
12.0.0.2

i&p.o';Z

{an 12.0.0.0 ! pd-PT

1an 13000 Ak

Lan'14.0.0.0

swa Seryer-PT
serverd

Puc. Cxema KOPIIOPATUBHO# CETH.
KopropaTHBHas CeTh COCTOUT 3 yeTHIPEX CeTeH:
cets 1 —11.0.0.0/8;
cets 2 — 12.0.0.0/8;
cetb 3 — 13.0.0.0/8;
cetb 4 — 14.0.0.0/8.
B Kaj 10l CeTH Ha cepBepe yCTaHOBIICH Web cair.
3agaHue:
1 - Cers 14.0.0.0 HEgOCTYIIHA U3 CETH 11.0.0.0.
2 - KommstotepaM compl comp?2 pa3peluTh OTKPBITHE cajita Ha server3, HO 3a-
MpeTUTH MPOCITYIIMBAHHAE server3 o KOMaHJie ping.
3 _ KoMmproTepy compl paspemrs 10CTyI Ha server2, HO 3al[peTHUTh OTKPBITHE
caifTa Ha 3TOM CEepBEPE.
4 — KoMIbloTepy COmMp2 pa3pemuTh A0CTYII Ha serverl, HO 3aTPETUTh OTKPBITHE
caiita Ha serverl, pa3pemuTh AOCTYIl 1 OTKpBITHE CaiTa Ha server4.
BapuaHTbI Ne10-13
Co3paiiTe cxeMy CeTH, TIpe/ICTaBJICHHYIO Ha PHC. 3anaifTe CeTH ¥ aIpecanto

TIPOHU3BOJIBHO.



» ‘ 4
7" 3560-24P5
,‘.-*"* i SWitch4

Server-PT

serverl

-
BC-PT’
compB8

Pric. CxeMa KOPIOPATHBHOM CETH.

3amaHue:

1 — xommbroTeps! compl, comp2 ¥ comp3 HaXONATCA B omroMm VLAN 10, no-
CTyI-HBI TONBKO APYT AUid ApYTd ¥ IMEIOT oCTyN K serverl.

2  KoMIIBIOTEPBI COMP4, comp5 1 compd HaXOAATCA B omaom VLAN 20, 1o-
CTYI-HBI TONBKO APYT AT ApYTa X MMEFOT AOCTYH K serverl.

3 - KOMIIBIOTEPBI comp7 ¥ comp$ HOCTYTHBI TOJIBKO APYT IS IpyTa ¥ HMEIOT J10-
cryn K serverl.

BapnaHThl Nel14-15

Cospaiite cxemy CeTH, npejcTaBIeHHYIO0 Ha PHC.

23



12..0.1/8

Server-PT
Serverl 12.0.0.2/8

Server-PT
Server3

Puc. CxeMa KOpIOpaTHBHON CETH.

Web u FTP.

Ha Bcex Tpex cepBepax yCTaHOBJICHDI CITyXOBI
oMIbIoTepoB compl 1 comp?2 cie-

Co3paiiTe CIIMCKH JAOCTYIA, 3a/1a10I1e IUTS K
Ay=
folIHe PaBHIa JOCTYIA B CETH:

Kowmmsiotep compl:
Serverl — pa3pelIuTh A0CTYH HA FTP;

Server2 - pa3pelIdTh JOCTYII Ha Web;
Server3 - pa3pelIuTh JOCTYI Ha Web u
FTP;

KommproTep comp2:
Serverl — pa3peluTh AOCTYT Ha Web;

Server2 - pa3pelyTh A0CTYII Ha FTP;
Server3 - pa3penuTh JOCTYI Ha Web u

FTP.
JlaGoparopnas pabora 10
Tema: PaspaGoTka 1 peau3alis CXeMbI a[pecallii ¥ MapmpyTH3auu B IP-
ceTH
Tpebyetes:

o PazpaGotaTh cXeMy ajipecalii (xpuTepUd — HAWITyHIIas CyMMapH3a-
1Hsl, MUHAMAIIBHBIH pacXofl aJIpecoB)

o paccuuTaTh HEOOXOIMMBIE PA3MEpBI ceTeit 11

OB ¥ ceTeil, CBA3BIBAIONIMX MAPIIPYTU3ATOPBI APYT C APYTOM

o W3 yKkasaHHOTo 6710Ka aj|pecoB HasHAYHTD a/Ipeca BCEM CeTAM M HH-

tepdelicaM MapLIPyTH3aTOPOB

o Hacrpouts VLAN B KOpPIIOPATHBHOM CETH.
JUIs Kask/i0ro MapIupyTH3aTopa MoCTPOUTE TabIuIy MapupyTH3aliy

o BxmounTs B TaOIHITy IPUCOSIMHEHHBIC CETH.

s 33JaHHBIX CETrMCH-



o Jlo6aBuTH 4 CTATMYECKHX MapLIpyTa Tak, yT0OKI TH00BIE JBA XO-

cTa CETH MOITIH B3aHMO)1€ﬁCTBOBaTb Ipyr ¢ ApyromM

o OcTanbHble CETH — C NUHAMHUYCCKUMU agpecamy Ha OCHOBE OJJHOI'O

DHCP cepsepa.

e 3amycTuTs B ceTr ouH DNS cepsep, 01HH NOYTOBLIN cepBep, OAUH Cep-

Bep FTP u omua Web-cepsep.

e Peann3oBaTh NOJIYYEHHYIO CXeMy Ha CHMYJIATOPE Cisco Packet Tracer
o HacrpoiiKy MapImpyTH3aTOpOB IPOM3BOIUTE M3 KOMAHIHOW CTPOKH, JUIA
Yero HACTPOMTH AOCTYII K 4acTH MaplIpyTH3aTopOB Mo Telnet, a gacTu —

mo SSH.
YeTHble BapUAHTHI 33/IaHiH HCIIONB3YIOT CXEMY 2, HedeTHble cxemy 1.

JlaHHbIE U1 38/1aHH
e Bnox ampecoB JUIsl BELICICHHA TIoZIceTel:

No Brok ajipecoB I BbIIE-
Bap. JIeHus rojiceTei

1 172.16.0.0/12

2 192.168.0.0/16

3 56.82.192.0/18

4 102.63.0.0/14

5 172.16.0.0/12

6 192.168.0.0/24

7 56.82.3.0/16

8 102.63.0.0/14

9 32.154.192.0/18

10 |111.25.64.0/20

11 [192.12.0.0/16

12 [172.136.12.0/24

13 |172.136.11.15/24

14 |192.168.0.0/8

15 |192.168.1.0/24

o TIponuuikTe CTATHYECKHE MAPIIPYTHI B OXHOM MapuIpyTH3aTOpe
Static. [IpoBepbTe paboTy CeTH.
« CoOracHO BAPUAHTY CO3NANTE OJHY M3 CIEAYIOIIIX CXEM:

Config —
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KontpoabHast pabGora 5 cemecTp

McxonHble JaHHbIE

1. Ne - Homep BapHaHTa
2. ip-anpeca Ha paboumx CTAHIMAX ¥ KOMMyTaTopax HA3HAYaroTCA

cornaco Jluzaitna L3 1P
3. id VLAN #u pacmpeneneHne VLAN 1o mnopraMm KOMMYTaTOpOB

BBIMOJIHAETCS COTJIACHO Jlnzaitna L2 VLAN
4,  Tawm, rne niorpelyercs HaCTpOHTE [apoib, YCT

T1ops/0K BBITOTIHEHHL paboThl

1. B Ga3oBy!o HacTpoMKy Kaxaoro KOMMYTATOpa BXOIUT:

- HacTpoOiKa HMCHH KOMMYTaTopa (SW1-Ne, SW2-Ne u T..);

- HacTpo¥Ka Ge30IIACHOCTH KOMMYTaTopa: pacTpoika line vty 0 4, KOH-

conpHOTO nopta, enable password, mudpoBaHue Napois B KoH(Urypaunm;
a ¢ TIOMOIIBIO KOMaH/bI O

- oTKIIOYeHue IpeodbpasoBatiii WMeH B ip-apec

ip domain-lookup.
2. TlopsioK pactpoiiki VLAN:

AHAB/IMBACTCA ciscoNe



- co3nanue s monp3oBarened VLAN ¢ onpeaeneHHbIM id (cormacHo Jlu-
3aitna L2 VLAN);

- mnasnaveHue umeHn VLAN.

3. Hacrpoiika poJieii TopToB U no6asnenue VLAN:

- HacTpoiika rUraOUTHBIX OPTOB KOMMYTaTOPOB (KOTOpBIMH OHH COCIIH-
HSIOTCA APYT C APYTOM) B PEXKHM trunk;

- no6asnenne id VLAN Ha trunk-TiopThl (cormacHo Jluzaiina L2 VLAN);

- HACTpO¥Ka IOPTOB KOMMYTAaTOPOB, COCTUHCHHBIX C [1K, B peXuM access;

- noGasnenue id VLAN Ha access-TIOPTEL (cornacuo uzaiina L2 VLAN).

4. B mactpoiiky IP Configuration Ha TTK BXOMHUT:

- HacTpoWKa ip-aapeca;

- HAacTpOHKa MacKy IOJICETH;

- mocie HacTpoiiku ceteBoii kapThl Ha ITK mpobepka CBAsH ¢ yaaJeHHbIMH
[TIK fmoJKHA MPOXOUTH YCHEIIHO (HCIIONB3YeTCs KOMamna ping ¥3 KOMaHIHOH
crpoku I1K).

5. HacTpoiika yfaJeHHOro ynpaBIeHHs:
cosnanue VLAN (id BeIOHpaeTcs COrjiacHo Tuzaiina L2 VLAN),
- pasHaueHue umeHn VLAN;
- co3jaHMe BHPTyalbHOro HHTepdeiica ¢ id, BbIOpaHHBIM IIPH CO3MAHHH

VLAN;
- HacTpoMKa ip-azpeca BUPTYalbHOTO unrepdeiica (cornacHo Jlusaitna L3

IP);

- no6asnenue VLAN Ha trunk-nopTsl (cornacHo Jluzaiina L2 VLAN);

- mocye HAcTpOMKM management-HHTepeiica Ha BCEX KOMMYTATOpax Ipo-
BEpKa CBA3H MEXLy BCEMH KOMMYTaTOpPaMH JIOJDKHA TPOXO/UTE yCIeUHo (KO-
MaH/ia ping B peXxuMe riobanpHo’ KoH(purypauuy). Y aleHHOe NOAKII0UEeHH)E 110
telnet Mex Iy BCEMH KOMMYTaTOPaMH JIOJDKHO paboTaTh (xomaHza telnet B pexxuMe
r106anbHON KOHGHIYPALHH).

CoxpaHeHHe KOH(HIYPAIUU KOMMYTaTOpPOB, COXpAHEHHE POCKTA CPT.

6. TlogroroBka K paGote B pexume «Simulation»:

- mepeiiaure u3 pexuma «Realtime» B pexuM «Simulation»;

- Ha BCILTBIBAIOIEM okHe Haitmure rpyminy Events List Filters;

- OTKJTIOYMTE BCe QHIBTPEI, HAXKAB KHOIKY Show All/None;

- maxxmmure kHonky Edit Filters u rocraBbTe rajo4ky HarlpoTHB ICMP;

- B okHe jeiicTBrii BeIOepute Add Simple PDU;

- JIeBoii KHOoNKoM MeiiH Haxmure SW3, 3aremM SW4;

- Ha BCIUIBIBAIOIIEM OKHe HaxmuTe kHomky Auto Capture / Play u mona-
GIro/aliTe 33 TeM, YTO MPOHCXOAMUT (C MEpBOro pasa Kaaphl MOTYT HE OTIPaB/iTE:
Cs1, Hy’KHO TIOBTOPHTB HECKOIIBKO Pa3);

- Gerynok mox kHomkod Auto Capture / Play mno3BonsieT 3aMes-
JATH/YCKOPSATH poliecc 0OMeHa TaHHBIMH;

- pimroyuTe Bee GumBTpHl M Haxkmute Auto Capture / Play, 4To0bl moHa-
GIIIOIATD 33 MEXAHUKO! paboThI CETH Ha KaHAIBHOM YPOBHE,

- cpenaiiTe printscreen sKpaHa ¢ pe3yJibTaTaMu HaOJIIOZIEHUH U TPUIIOKUTE

CKpHH B OTYET.



PaGota B peKuMe «Simulation»:
- ormpassTe Simple PDU mMexay pasHbIMU TK;

B npoexre Cisco Packet Tracer ping JOJ/DKEH IIPOXOJUTE MEXKIY PC1 u PC3,
mexay PC2 u PC4, MeXIy PC5 u PC6. Mexay KOMMYTaTOpaMH TOXE JIOJIKEH
IPOXO/HTE ping B ynpasisiolel ceTH, a 10 telnet mowKHA OBITH BO3MOJKHOCTE
yHATIEHHOTO  MOIKIOUCHILI. Ha moprax KOMMYTaTopos UL coeliHeHHs C
JPYTUMH KOMMYTaTOpaMu a TIK B oOs3aTeNbHOM IOPAIKE [OMXKeH OBITh
yCTaHOBJICH description (omucaHue).

. VLAN 4Ne fnanagement

@
@
wnse

Pucynox [lusailn Vlan



. 10400024

. 192.168.N80/26
. 192166/ Ns.6426
102,168 Ne-12825

Pucynox Jusaiia IP

KonTpoJasnas pabora 6 cemecTp

Ucxonusie TaHHbIE!

1.  No - HoMep Ballero BapHaHTa. VKa3pIBAeTCs B CXeMax [ii3aiHa CeTH.

5. YroGbl He 3amyTaThes B ip-afpecax, KOTOpBIE PACTIPEENIAIOTCA MEKILY
MapIIpyTH3aTOPaMM, PEKOMEHYETCA scmonb3oBaTh Tabmiy IP Interface.

3. Ilpu mpoBepKe ping MaKeTsl MOTYT Ha4aTh XOAUTH He cpasy, a TOIbKO C
BTOPON-TPEThEH MOTBITKH.

4.,  Jlna mowcka W yCTpaHCHHA HeHCIpaBHOCTEH MCTIONB3YHTE KOMAH/IBI
ping u traceroute(tracert 1 PC).

5.  ip-cerb WAN area He HYXHO OGBSBIIATH TIPH HACTPOMKE CTaTHYECKOH
¥ [MHAMHUYEeCKOH MapIpyTH3alnH.

6. IlpaBuna pacmpelesCHHA ip-aspecoB B LAN-ceTsix — TepBbIe ip-
ampeca pe3epBHPYIOTCH 32 PC, mocnefHHe — Ha3HA4aroTCA Ha uHTepPEHCH
pyTepOB, KOTOPbIE TIOAKIIOICHEL K STHM CETAM.

[MopsiOK BBIIIONHEHHUS paboThL:

Cxpunt 6a30BOH HACTPOMKH MapIIpyTH3aTopa (RouterBasic):

conf t

hostname R4-OSPF

enable password ciscoll

service password-encryption

no ip domain-lookup

line vty 0 4

exec-timeout 120

logging synchronous

password ciscoll

login

exit



line con 0

exec-timeout 120

logging synchronous

exit

exit

copy running-config startup-config

KoHCONIbHBIN MOPT WX MOPT (pu3mdecKOro JocTyna K yIPaBJICHUIO obopy-
nosauueM (linecon 0) pabotaer 0e3 ayTeHTHUKAIMH, T.K. B CPT no men4ky Je-
BOI KHOMKOM MBILIH OTKPBIBAETCS IOCTYIL K yIIpaBieHnIo 000py10BaHHEM HMEHHO
yepes3 9TOT MOPT. AyTteHTAGUKALUSA HA KOHCOIH OTKIIOUYEHA TOIBKO U yI00CTBa
pa6oTeI ¢ 06OPYZIOBaHIEM B yueGHOM cXeme, B PeaIbHBIX CETIX HEoOXO0JHMO BCe-
rJia 3aKpBIBATH CBOOOIHBIA A0CTYI K KOHCOJIH.

1. Tlo Juzaiiny IP BBINOTHACTCA HacTpoiika ip-ajipecoB Ha MOpTax
MapLIpyTHU3aTOPOB B Static area:

- BKJIIOUMTH HHTEPQEFC;

- YCTaHOBHTH description mopTa;

- HAacTPOMTB ip-ajpec.

Bce ip-aapeca DOIKHBL ObITH yHEKaIbHBIMA. Bo n3bexanue MyTaHHULBl C
HA3HAYEHHEM a[pecoB Ha IIOPTHI MapUIPyTH3aTOPOB PEKOMEH/Ty€TCsl BBIICIUTD ip-
ajipeca M 3ape3epBUpOBATEL UX € nomomnipo Tabmuist IP Interface.

ITposepKa: ping MEXAY [IOAK/IIOUEHHBIME APYT K APYTY POyTepaMu JIOJKEH
IPOXOIMTb.

Hacrpoiika B3aMOACHCTBHS BHYTPH Static area.

- ma R2-S akTHBHpOBaTh LAN-unTepdeiic, agpeca Ha MapUIpyTH3aTOp u
PC BHIIENUTH COMNIACHO PEKOMEH/ALIHH B HCXOIHBIX JIAHHBIX;

- Ha R2-S HacTpOUTH MapIIPYT HO YMOTIAHUIO gepe3 R1-S;

- na R1-S akTHBHpPOBaTh LAN-unTepdeiic, agpeca Ha MapLIpyTH3ATOP u
PC BBLIENUTH COITIACHO PEKOMEH/IAlMHU B HCXO/HBIX JQHHBIX;

. maRI1-S npomucaTh CTaTHYECKUH MapmpyT K LAN-cetu R2-S;

- Ha RI-S HacTpoHTh WAN-uuTepdeiic, ip-anpec — 060} yHHKaIBHBIA
n3 cetu 8.8.0.0/16;

. ma PC B Static area HACTPOMTbL CETEBYIO KapTy (ip-ampec 0G0
YHHUKaIBHEIA M3 CETH PC, macka no Jlusaiiny IP, OCHOBHO I3 — ip-aipec
MapIIpyTH3aTOpa B 9TOH LAN-ceTH).

TMposepka: ping MEXIy BCEMH yCTPONCTBAMH B Static area JOJKEH MPOXO-
nuth. Ping n3 LAN-ceteii Ha 8.8.8.8 moinKeH MPOXOJUTh.

2. Tlo Jusaiiny IP BBINOJHACTCHA HacTpoiika ip-anpecoB Ha nopTax
MapIIpyTH3aTOpOB B RIParea:

- BKIIOYHTH HHTEPPEHC;

- yCTaHOBHUTB description mopTa;

- HACTpOWTH ip-afpec.

Bce ip-ampeca JIOJKHBL 6BITH YHUKAIBHEIMA. Bo p30exaHue IMyTaHHIBL C
Ha3HAYEHHEM agpecoB Ha MOPTHI MaplIPyTH3aTOPOB PpEKOMEH/TyeTCsl BbIICIHTD ip-
ajipeca U 3ape3epBHpOBATh HX C nomompio Tabmuus! IP Interface.



IIpoBepKa: ping MeXIy TOAKIIOTCHHBIMA PYT K ApYTy pyTepamu JOJDKEH

MPOXO/UTB.

HacTpoiika B3aMMOJCHCTBHA BHYTPH RIParea.

- na Bcex R-RIP akTHBHpOBATH MPOLECC RIP, yka3arh BTOPYIO BEPCHIO
RIP, 06BABUTE CETH, MOAKIIOUCHHBIC HANPSIMYIO U 3apeTUTh aBTOCYMMHPOBaHHE
MapuipyTOB;

- na RI-RIP HacTpouTh WAN-untepdeiic, ip-aapec — moboi
YHUKaJIbHBIH U3 CETH 8.8.0.0/16;

- ma R1-RIP HacTpoUTH MapIIpyT IO YMOIIAHHIO B cropony WAN area,
pacrpe/ieuTh MapIipyT 110 ymonuanuio uepe3 RIP Ha apyrue MapuipyTH3aTOpPhL;

- ua Bcex PC B RIParea HacTpOMTb CETEBYIO KapTy (ip-anpec Mmoo
yHUKaJbHbIA W3 cootsercrBytomeii cerr PC, mMacka Mo Juzaitay 1P, OCHOBHOM
IIUTIO3 — ip-aJ[pec MapIpyTu3aTopa B sroit LAN-ceTn);

- Ha RI-S mpommcaTh CTaTHYECKHE MapIpyThl Ha see cetr 3a R1-RIP,
mutiosoMm siBisiercs ip-aapec R1-RIP B WAN area (cM. Static Routing).

IIpoBepKa: ping MEMTy BCEMU yerpoticramu B RIP areanomxeH IPOX0-
IUTh. PingoT BceX yCTPOWCTB B RIP area Ha 8.8.8.8 JOJKEH pOX0aUTh.Ping Mex-
Jy BCEMH yCTpOHCTBAMH Staticarea u RIParea 10/DKEeH IPOXOJHTE.

3. [To Jluzaiiny IP BBIIONHACTCA HacTpolika ip-agpecoB Ha IOpTax
MapuIpyTH3aTOpOB B OSPFarea:

- BKJIIOUMTH HHTEPQEHC;

- ycranosuTh description nopTa;

- HAacTPOMTH ip-ajipec.

Bce ip-ampeca DODKHbI OBITH YHUKATBHBIMH. Bo u3bexaHue MyTaHUIBI C
HasHAUYEHHMEM aJpecoB Ha MOPTHl MaplIpyTH3ATOPOB PEeKOMEH/TyeTCsl BBIICIHTD ip-
a[[peca W 3ape3epBUpOBaTh UX C MOMOILBIO ta6muel [P Interface.

IIpoBepka: ping Mexay MOMKIIOHCHHLIMA APYT K ApYyry pyTepamy JOJDKeH

IIPOXOJHTE.

Hacrpoiika B3aMMOACHCTBHS BHYTPH OSPFarea.

- Ha Bcex R-OSPF axTuBHpOBaTh IPOLECC OSPF, paspemurs BBIBOJ Ha
SKpaH CTa[uil yCTaHOBKA OTHOIICHIS COCEACTBA HOOBABUTH CETH, MOIKIIIOUEHHBIC
HaIpAMYIO (CeTH OOBABIAIOTCS C MHBEPTHPOBAHHON MAaCKOH TOZCETH ¥ HOMEPOM
o6acTu, KoTopsll Geperca u3 Jlnsaina OSPF). Ilocie HacTPOHKH Ha R1-OSPF B
tabiuie MapIipyTH3a UK (showiproute) JOJDKHBI IPACYTCTBOBATH MapIpyThl KO
scem cetam B OSPF area;

. ma RI-OSPF mactpouts WAN-uuTepdeic, ip-ampec — 00O
YHHKaJIBHBIH U3 CETH 8.8.0.0/16;

- ma R1-OSPF HacTpouTh MApUIPyT IO YyMOJNYAaHHIO B cropony WAN
area, pPACTIPENENATh MAapUIpyT MO YMOIHaHHIO yepes OSPF Ha apyrue
MapIIpyTH3aTOPBbI;

. pa Bcex PC B OSPFarea HacTpOHUTb CETEBYIO KapTy (ip-anpec mroGoi
YHUKAIBHBIA 13 cootBercTByIole# cetn PC, Macka IO Jluzaiiny [P, oCHOBHOM
[ITI03 — ip-aJipec MapLIpyTH3aTopad B sroit LAN-ceTn);

- Ha R1-S npomucathb CTATHUECKUH MapIIpyT Ha BCE CETH 32 R1-OSPF,
nutro3oM seisercs ip-aapec R1-OSPF B WAN area (cM. StaticRouting).



IIposepka: ping Mexay BCEMH yCTpOWCTBaMH B OSPFarea HOJDKEH
npoxozuTh. Ping oT BCEX YCTPOHCTB B OSPFarea na 8.8.8.8 J0/DKeH MPOXOIUTE.

v

Ping Mexmy BCEMH ycTpoiicTBaMK Staticarea,RIParea u OSPF area HODKCH
IPOXOJHUT.

BBINONHUTD:!

. B o6nactu WAN ycTaHOBIEHBI 3 PC — RIP, Static © OSPF. BpImoIHATE
HaCTpOWKyip-anpecalun Ha stux PCrak, urtoosr PC B WAN area MOTIH
yCTaHOBUTB CBA3b C PC B [Apyrdx COOTBETCTBYIOIIHX obnactsix (Static, RIP,
OSPF). Hapumep, PC RIP momKeH yCTAHOBHTD CBA3Db C PC B RIParea u T.I.;

. pa R3-RIP BBenuTe KOMaHIYy debugiprip. Ha okpan TepMuHAIA
HAYATH BHIBOJIUTECS WHOOPMALMOHHBIE cooGmeryst. OnUIIATE CBOMMU CIOBAMH,
Kak Bbl MHTEPIPETHPYETE 3TH coobuenusi. OcTaHOBUTh BBIBOI cooOIeHnH Ha
5KpaH MOXKHO C MOMOLIBIO xomaHibl nodebugiprip(uis undebugall);

- mepelnuTe B PEKUM «CHMyJISLASL), OTKIIOYHTE BCE uIBTpBI, KPOME
ICMP. Cospaitre mpoctoit PDU 1 OTHPaBbTe ero ¢ PC9 na R3-OSPF. lloueMy
MaKeT MPOILEN Yepe3 R2-OSPF, R1-OSPF, R3-OSPF, a He IO IIyTH R2-OSPF, R3-
OSPF? C TOYKHM 3pEeHM MpocTOi JIOTHKM IYTh R2-OSPF, R3-OSPF 6onee
onTumaipHbli, 4eM R2-OSPF, R1 -OSPF, R3-OSPF;

- nHa R3-OSPF BBeaute KOMaHIy debugipospfadj. [lonabmopaiite 5
MHHYT, TIPOMCXOIAT JIH KaKue-HHOymb COOBITHA. BBIKIIOUHTE R2-OSPF.
Bxouute R2-OSPF. Kaxue coOpITHs IPOUSOLLIH B ceru Tocne BkimodeHmns R2-
OSPF, ucxoas 13 HHGOPMALHOHHBIX cooGmiennit Tepmunana R3 -OSPF. CpaBHHTE
TabMuIy MapLIpyTH3alHu R3-OSPF 10 BHIKIFOYEHHS ¥ OCHE BHIKIFOTCHIA R2-
OSPF, B 4yeM HX OTJIH4HE. OrxnrounTh debugMOoXHO C TOMOIIBIO KOMaH/IbI
nodebugipospfadj (zm undebugall).

B mpoekte CPTping A0IKeH IIPOXOAUTE MENKY BCEMU PC. UckmroueHIEM
apisores PC B 306 WAN, KOTOpPBIE JODKHBL 6b1Th cBs3anbl Tosbko ¢ PC B co-
OTBETCTBYIOLIMX 00IacTAX.

Ta6muama IP Interface
R2-OSPF_Eth1/0 100119  [/30
R3-OSPF Eth1/1/0 | 10.12.11.6 /30
R3-OSPF_Ethl/1 10.254.11.62 /27
R3-OSPF_Fa0/0 10.0.11.6 /30
R3-OSPF_Fa0/1 10.11.11.1 /30
R3-OSPF_Eth1/0 10.0.11.10 /30
R4-OSPF_Fa0/0 10.254.11.94 | /27
R4-OSPF_Fa0/1 [10.11.11.2 1730
R5-OSPF_Eth1/0 10.12.11.2 /30
R5-OSPE Etnl/I | 10.12.11.5 /30
R5-OSPF_Fa0/0 10254.11.126 | /27
R1-S_Fa0/0 192.168.111.253 | /30

R1-S Fa0/1 8.8.255.254 /16
R2-S_Fa0/0 192.168.111.254 | /30
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IpumepHblii HepeveHs BONPOCOB HA IK3AMEH
1. O6mpe MPUHIAIIE! IOCTPOCHHA CETEH OBM
2. KiraccuuKaiys ceTe.
3. TIpHHIMIE MEOTOYPOBHEBOH OpraHu3allil cereit OBM
4. Coctas u cTpykTypa cereit OBM
5. ApXHTeKTypPHI TEJIeKOMMYyHHKAIHOHHBIX cerei
6. CeTH OTJENOB, KAMITyCOB, KOPIIOPATHBHBIC CETH
7. CeTeBbie TOTOJIOTHH W METO/IbI IOCTYNA K CPE/Ie TEPE/Iatii JaHHbIX
8. CMeliaHHbIE TOIIOJIOTHHA
9. MeTo 151 IPOEKTHPOBAHHS CPEJICTB TeeKOMMYHUKAIHH
10.dusmueckas crpyKTypusaums cerel OBM
11.Jlormdeckas cTpyKTypusamus cereit 9BM
12.Mozens OSI. ITonsATHE OTKpPBITasA CHCTEMa»
13.YpoBHH, IPOTOKOIIEL, uuTtepdeiics
14.CeresaBrcuMble K CETEHE3aBUCHMBbIE YPOBHI MOICIH B3aUMO/IEHCTBHSI OTKPBITBIX CHCTEM
15.Vupasnenne ceTamu (IPUKIaIHOE, CHCTEMHOE)
16.Mepapxus NPOTOKOJIOB
17 TpuxinaauHoi ypOBEHb. [IpencraBUTENbHBI YPOBEHD. [TpoTOKOJIBI
18.CeancoBsiii ypoBeHb. TPaHCIOPTHEIH yPOBEHE. IIpoTOKONEI
19.CeTteBoii ypoBeHb. [[pOTOKOJIBI
20.KanassHpii ypoBeHb. [IpoToKoIb!
21.du3nuecKuii ypoBEeHb
22.CranapTHEIE CTEKH KOMMYyHUKAIHOHHBIX [IPOTOKOJIOB
23.CeteBble CIIyXKOBI
24.YnpasieHue J0CTYIOM K nepenatomeii cpesie a. THIIbL KaHATIOB CBASH B TeJICKOMMYHHKAITH-~
OHHBIX CETAX



25.0axTopsl, OrPaHHYABAIONINE CKOPOCTH H JAIBHOCTD MEpenadyn CHTHANOB IO (GH3HUECKIM
JIUHHUSAM CBA3U

26.MeTo 15! KOJIMPOBAHHSA U TIepe/iavi JaHHbIX

27 MeTo bl 00HapyKEHH 1 KOPPEKLHH ommOO0K ImepeJady JTaHHbIX

28 THIIBI COEAMHUTENBHBIX Kabemneh

29. Pacmpe/ieieHHE KOMMYHUKAIHOHHBIX YCTPOMCTB B COOTBETCTBHH C CEMHYpOBHEBO# MOZIE-
nsro OSI

30.[ToBTOpHUTENH X KOHIIEHTPATOPDI

31.MoCTBI H KOMMYTaTOPBI

32.Mapiupy ta3anys

33.IIporpaMmHble CPETICTBA TeeKOMMYyHHKaIuK

34.CeTeBble OlEPallHOHHBIE CHCTEMBI

35.XapaKTepUCTHKH U xnaccu(uKaIms JOKaIbHBIX cereit DBM

36, KoH(ErypaLyi TOKATbHEIX BHITHCIHTE/LHBIX cerelf © METOJIBI IOCTYIIa B HUX

37 TexHHIECKHE CPENCTBA K 000PYA0BAHHS JOKAIBHBIX cereit OBM 2

38.5a30Bble TEXHOIOTHE JIOKATHHBIX CeTCH

39.Texmonorus Ethernet

40.Texuomnorus Token Ring

41.Texunonorus FDDI

42 Paspurue trexnonornn Ethernet

43 Texuonorus Fast Ethernet

44 Texnonorus 100 VG — AnyLAN 4

5.Texmonorus Gigabit Ethernet

46.BecnipoBOIHbIE JIOKAIBHBIC CETH 5BM

47.Jlorudeckas CTPYKTYPH3AIHS JJOKAIBHBIX cereit OBM

48 BupTyaipHEIE IOKAIbHbIE CETH OBM

49, Tumst robansubix ceteidt OBM

50.Komdurypaimu r100anbHbIX ceTel SBM 1 MeTobI KOMMYTALlH B HUX

51.MnTepdelichl «moNb30BaATENb—CETEY roGanpHbx cereil 9BM

52 1uhpoBEIe CETH C MHTErpaLmel yeiyr (cetu ISDN)

53.Cern u Texuomnorus X.25

54.Ceru u Texnonornst FRAME RELAY

55.Cetn u Texuonorus ATM

56.Peanu3anus MEXKCETEBOT0 B3aMMOCHCTBAS CPEICTBAMK TCP/IP

57 Anpecauus B [P-ceTsax

58.ITpotoxox IP

59.ITpoTOKOJIBI MAPIIPY TH3ALHK B [P-cersax

60.CepBrcHbBIE BO3MOXKHOCTH roGanbHOl cetr MHTEpHET

61.BasoBble TPHHIMNEL oGeceucHus 0e30nacHOCTH TeJIeKOMMYHHKAIHOHHBIX CBS3CH B CETAX
5BM
62 Knaccudukanus yrpos ua(OpMALUOHHOH 6e30I1aCHOCTH KOMIBIOTEPHEIX cerei
63.AZIMUHACTPATHBHBIA KOHTPOIb B CCTAX 5BM

64.0cHoBHBIE IPOOJIEMBI CEKPETHOCTH B CETAX 5BM

65.MeTo/Bl KpEITOrpaduH, IPHMCHIAEMBIC B CETAX 5BM

66.ITytu passurus cerell OBM

67.JlepcrieKTHBEI Pa3BATHS TenekoMMyHuKauui B Poccnu

68.OCHOBHEIE 3Talbl CO3JAHMS U PasBHTHI FTOGANTEHON MHTEUIEKTyanbHOR cetr OOmue TeH-
ey pasBuTHA B Poccuu COBPEMEHHBIX TeIeKOMMYHHKAIMOHHBIX TEXHOJIOTHH

IMpumep 327291 HA IK3aMeH
3I0yMBIIUIEHHHK TIONATT B CETh IPEANPHATH (mommy4un IP). TIpezmonaras 4To OH paBeH

192.168.1.10 ompmuTe IPoLEAypy AajbHeiel peKOrHACHMPOBKH C TOUKH 3PEHHs B3aHMO/ICH-
CTBHSL B CETH.



JIueT perucrpauuu uzmenennii k PIIJL

KomuecTBo Tloxpmuchb
Homep npoToKoIIa 3aCCAaHus kadeapsl,
CTpaHHMI paspaboTIHKa
JaTa yTBepIKICHHs H3MEHEHHS
H3MCHEHMS PILI




